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Before it’s too late ...

BACKUP YOUR COMPUTER!
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A Step-by-Step Plan
to Back Up Your Computer

Prepare for the worst.

hounce hack from the inevitable,

Never lose data again
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What we’ll cover
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You can click the links on this page to go straight to a section

Some theory about backing up

Get prepared — what you need and why

Quick view of Windows 10 backup

Overview of Macrium Reflect backup

Step through Macrium Reflect backup together
Rescue disk overview and step through

Check your backups!

Summary and questions




1. Why Backup? \\

Do we really need to backup? \

What does a backup do for us?




5 Ways to Lose your Data

1.

Human error — e.g. accidental deletion

Malware infection — e.g. viruses or ransomware
prevents you accessing your data

Hard drive failure — hard drives wear out!

Disaster — fire, flood or theft destroys or
removes your data

Data corruption — e.g. power surges, operating
system errors ...



2. What IS a backup?

What exactly IS a backup, anyway?

... a copy of a file or other item of data made in case
the original is lost or damaged

Backups capture a point-in-time snapshot that is then
used to return data to its previous state.



3-2-1 Backup rule

= 3 copies of your data

= On 2 different media

......

= At least 1 copy off-site



2 TYPES of backup - Image Backup

* Image backup

o a copy of:
= the operating system (OS)

= all the data associated with it, including the system state
and application configurations.

= The backup is saved as a single file that is called
an image.




2 TYPES of backup - File Backup

= File backup - copies of your (individual) files
on another drive in case something happens
to the originals.
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Recovering your computer — File Backup

Find all your original software incl OS
Install the OS
Update all drivers

Reinstall all software (incl registration codes!)

Recover your files from somewhere ... %

restore




Recovering your computer — Image Backup

= Find all your original software incl OS

= |nstall the OS

Update all drivers

Reinstall all software (incl registration codes!)

Recover your files




What am | protecting against?

Human error
Malware infection
Hard drive failure

Disaster

Data corruption




3. Get Prepared

What do | need in order to backup?




You need:

= External hard disk (how many, what size?)
o Separate discs for Image and File backup is best

= Backup software

Leo Notenboom — [you need]

. [}
A backu P pla n. an external drive at least
o what to backup three times as large as the
amount of data you expect to
= how often to backup back up.

o where to store your backups



Backup drives

| 4/6/8TB Drive, 2TB + Network Drive (NAS),
| /2 /4 /5TB Drive, externally powered externally powered

USB powered

Cloud service account
' ﬂ X D free may not be enough
8 — 512 GB Dirive, eg OneDrive

Google Drive
USB powered Dropbox etc



ow large?

= | This

“ Computer
V| " _IJ W,

Properties n Rename

[ Uninstall or change a program
m properties

Al manage

Cloud Photos

%) ScanSnap Folder

Total 1,167 GB (1.167 TB)
3 x = 3,501 GB (3.501 TB)




How many?

3 copies:

= 1 on computer

= 1 backup @home
= 1 backup offsite

» At least 2 backup disks




Online File Synchronisation (Cloud accounts)

In addition to hard drive backups you could consider online backups,
eg:

= Microsoft OneDrive

= Dropbox

= Google Drive

= jCloud

These synchronise your files between the computer and the ‘cloud’
= not strictly backup, particularly if you delete files.

= usually an ongoing cost involved beyond a small free amount of
storage

= slower than a hard drive



Online File Backup

Real Online Backup options include:
= Backblaze (US$5 /month /computer)
= Carbonite (from US$6 / month)

= MozyHOome  (uses Carbonite)

" Suga rSync (from USS7.49 /month /unlimited devices)



Software — Either of these:

= Windows
o Built-in

o Windows 10 uses old Windows 7 version

= Windows 10 may discontinue inbuilt backup

= Macrium Reflect -
= Image backup in free version

= File backup needs paid version




4. Let’s step through Windows 10

OK, that’s the theory

\\\\\\:\\\\\ /
Now, how do we actually do it? /
1. Image backup of C drive /
2. System repair disc =

3. File backup of da ive




mage backup —step 1

Windows Update

Updaltes available

theckes: Teday, 151 M

Update & Security
svonductue Somp, - MECIA - 4

Windowe Upx

Wirdaws Security

Perseralatian
] 12" L T Troubleshioot
What's new
Frevovery .

r A

i & Larosos
Time & Largasge Activabon

Find my devdce

My v Fordewelopers
| et L acking fov info on the latest updates?

‘Wirdows Insiver Program arn more

Update & Se Felated links




1. Image backup —step 2

fmngt ! ’ Hi¢ Comtrel PeraliSyster and Security’ Backup erd Restore (diind ows 7)

T g Syula. Backup and Risbore..

M Home Backup

A Coarmtred Pare | Home Back up or restore vour Tl
[ Fred & veiting Back up using File History AR
Cack up yuur files 1o another diive and restocs them if the srgnals lj‘ Crpate a sypslem rmige ]

Update & Security are lost damagad, o deleted,

B Coeate a spstemn repair doe o s bup heas nect beer uet upn

Automatizally back up rg files

@ o

O Windowms Updaie
Windaws Security

Earku|
iH Looking for an older bac
ted a baskup Larag the KNP and Sasteen
Troublesthioot TSI SR TP TP

i [[Soretiaspmenincs

TR tion Back up your stull
Foud my daier

Far devebopers

Windows Insicer Program

Have a question?

Make Windows beller




1. Image backup — ste

" . d " -
1&| Create a system image 1K Create a system image

Where do you want to save the backup? Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. A systerm image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

A system image is a copy of the drives required for Windows to run. It can alse include additional
drives. A systern image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

’ ®) On a hard disk | (® On a hard disk
== Seagate Backup Plus Drive (D¢) 931.30 GE free

~ Looking for backup devices... F ~
(_)Onone ormere D ooxIng forbackup devices (_) On one or more DVDs

.

(0 On a network location

== DVD RW Drive (F:)

(O On a network location

Cancel Cancel




1. Image backup — step 4

} .
1M Create a systermn image

Which drives do you want to include in the backup?

The drives that are required for Windows to run will be included by default. You cannot include the drive

that you are saving the backup to.

Your backups are being saved on Seagate Backup Plus Drive (D:).

~N

- =
Drive

VistaO5 (C:) (System)
O .+ DATA (E)

- Windows Recovery Environment (Systern)

Total size

148.36 GB

139.28 GB

485.00 MB

Used space

94,25 GB
311 GB

398.56 MB

S

Space required to save a backup of the selected drives:

Space available on Seagate Backup Plus Drive (D:):

[ g,

94,64 GB
931.30GE

Cancel

mat 3 syThar image

Confirm your backup settings

Beckup location:

- Seagate Backup Plus Drive ()

The backup could tske up to 85 GB of disk space.

The foliowing dives will be backed up:

Vistas {C:) [Systern)

Windows Recovery Environment [Systern)]

This will probably take 40 + minutes,
depending on the amount of data and the

speed of your hardware

Cancel




1. Image backup —step 5

L

The backup completed successfully.

Create a system image

Do you want to create a system repair disc?

A sys t»:m rupalr disc can be used to boot your computer. It also
system recovery tools which can help you
ws from a serious error or re-image your computer
from a systemn image.

[ ] Don't show this ressage again

[_J mmmmmmmummj

Your system image has now
been created.

It is best to remove this drive
from your computer so that
the image backup cannot be

corrupted by malware etc.

27



2. System repair disc —step 1

Create a system image
Do you want to create tem repair di Select a CD/DVD drive and insert a blank disc into the drive

A tem rEpair dizc can be used to boo ur computer. It alsa A system repair disc can be used to boot your computer. It also contains
chtains Windo EIM e ' tools whick helo vo Window em recovery tools that can help you recover Windows from a
contains Windows System recovery tools which can help you serious error or restore your computer from a system image,
recover Windows from a sericus error or re-image your computer
from a system image.
DVD RW Drive (E:)

[l Den't show this message again

[} -ﬂmmmmmmmumm'

Create disc Cancel

28



2. System repair disc — step 2

Select a CO/DVD drive and insert a blank disc into the drive

rstem repair disc can be used to boot your computer. It also contains
Windows system recovery tools that can help you recover Windows from a
serious error or restore your computer from a system image.

DWD RW Drive (E:)

System repair disc complete

You can use the em repair disc to access T reco
opticns that can help you recover your computer from a
SEMOUS ErTor,

Please label your disc with the following information:

Repair disc Windows 10 64-bit

29



3. File backup —step 1

@ Backup

Back up using File History
Back up your files to ancther drive and restore them if the originals
are lost, damaged, or deleted.

Auromatically back up my files
(@0 o

Looking for an older backup?
If wou created & backup using the Windows 7 Backup and Restore
tool, it still work in Windows 10,

up and Restore (Win

Back up your stuff

Get more info about backup

Have a question?

@ Backup

Gaack up using File His:mry)

Back up your files to ancther drive and restore them if the originals
are lost, damaged, or deleted.

Add a drive

Looking for an older backup?
It you created a backup using the Windows ¥ Backup and Restore
tool, it'll still work in Windows 10,

o to Backup and Restore 'Windows 71
Back up your stuff

et more info about backup

Have a question?




3. File backup —step 2

select Folder

2 Backup options

Overview cans and i
Size of backup: 0 bytes A5 NSEY

Total space on Seagate Backup Plus Drive (D) (D:): 931 GB -

Digital Lisgacy

Your data is not yet backed up. Incmla prt upla

& Nenphre

Back up now |
i Cnaliriew sefect Foider

I Thia FC
Back up my files

Every hour (default)

Keep my backups cons and i
o AELT HEDY
Forever (default) Ic

Digital Lsgesy

Incmis peF upia
i Deophro

Add a folder i Cnelirin

Saved Games e | Formily pibem

C\Users\Helen | Checsrrris falcer




3. File backup —step 3

& Backup options

@ Backup options

Overview
Size of backup: 0 bytes

Total space on Seagate Backup Plus Drive (D) (D:): 931 GB
Your data is not yet backed up.

Exclude these folders

+ Add & folder

Back up now

Back up my files

Every hour (default) -

Keep my backups

Farever (default)

Back up these folders
+ Add a folder

Family album

Back up to a different drive

You'll need 1o stop using your current backup drive before you add
a new ane, This won't delete any files from your current Dackup
drne,

Stop using drive

Related settings

> advanced settings

Restare files from a current backup

Have a question?




5. Let’s step through Macrium Reflect

An alternative to Windows inbuilt backup

A free version is available which is adequate. = -
Relatively easy to use. g
You can set up automatic backups. =

BUT -

Free version only allows image back ps, not file
backups




Download Macrium Reflect

»Macrlums . ~ allv] ¢ fin]> o

rything

US Custorny

Free Edltlon

Latest Relea

@!VI criumReflect7

verything

34



Download step 2

~» Macriumsc

W Yourimage is everything

It is not necessary to enter an
email address.

If you do, look for the
download link in the email
you are sent.

We will not use this to communicate with you until you have indicated your preferences. We will YO U’ | | n ee d tO CI |C k th at I i n k
never sell or pass on your details to any third parties and you can unsubscribe at any time. fo r the d OWﬂ Ioa d tO Sta rt.

You can read more about how we protect your privacy

Close

35



Download step 3

Choose the location
where you want to
save the installer.

I’ve created a folder
(Macrium) inside the
Downloads folder

Click Save.

ile name: | ReflectDLHF.exe

+ Hide Folders




Install Macrium Reflect

Share

location where _ Tnewne e

Select none

yOU Saved the ’ N ) '7 R . € istory ert selection
Installer.

Find the W e

[ This PC (Debussy

P 30 Objects
[ Desktop

== Documents
@ Downloads
J‘.- Music

&= Pictures

B videos

Backup Plus
Seagate Backup Plus Dri

1item




Install step 2

Run the installer.
Either:

= Double click the app
OR

= Right click on the app
and choose ‘Run as
administrator’.

You will need to allow

Macrium to make changes

to your computer

Ch\Users\Helen\Downloads\Macrium

Application Tools

X =]

Clipboard
v <« Downloads » Macrium
A O Name
7 Quick access

Current Projects

webmaster

ate Backup Plus Drive (G:)
o Purchase

Titem  1item




-

@ Wiew Backup Hestore  Oiber Tash

@#0@

Backup Restore  Log

4 Beckup Tasks Crezte 2 backup  Bacioup Defirition Fles  WB3cnpe Files  PowerShel Files  PAS-D30S Batch Files  Scheduled Baciogps

[ | Imeqe selected dizks on this computes {j Foefareh
o

-- Creale snimage of the pardftion(s] requred i . |
ke srvd rechone Windoas. E GPT Cak 2 [8FE4 B-S PRS0 A ECASEL BEZBCILY] - HPS2SECEET RO-M2LIS HMEPL) <2347 G5

m= Creale @ File and Falder hackup .'|= 1- SYETEM [P .'|= 7- (Hore) .'|= 1-05 (5 ;: 4o [P .'|= 5 - RECOVEAY (Pans]
G FATEE [U2h]) Prianary bedrrrowregl Priomoany NT=S Privan, KTFS Primuany NS Prircany

[+ Ctver Tasks | I I |
"IV 150 MR I,‘l 152,15 GR ST ME 417 A MA
B F ] wmomMe FL L Nct] 4D ME B01.0 ME
F E Details .

Actiory.. =

File System: Empty F i Clone this disk mage this disk..
Frow Spacee U692 KH
S

Totel Sk 392 KE
Slarl Seclon B3

trd Sector 247 1-DATA D)
HTFS Proany

113,08 58
B

elected drive has —

darker blue line Image the selected disk
around it s | LPT Dok 3 [300ESAD-ABE 140 AS-HI 359 L0 I ESSEIID] - Seagate Hacksps Huz BE DUEL <3k TH>

1~ [Kona) 2 - Seagare Rackep Pz Driv 451)
Urdzemamend Peisary KTFS Primary

25T

184 TR

GFT ik 7 'IFELI‘ PR -SI55-EF A HF'.:""'F\L’I: HEST KTET &15 IBIOAIN BB R

ch drive letter may
ve more than one E] MER itk 4 (1504915 - Seagww Eonsion  G7EE 181 THA

t - Saaguts Ezarwas Do [F

‘partition’ E




Macrium Reflect

Disk Image - stores the information required to completely restore disks
(or their individual partitions) exactly as they were when
the image was taken. Will need software to restore it.

Disk Clone - creates an exact copy (bit to bit) of partitions to a different
drive.
For example, upgrading to a larger hard drive or moving

from a large magnetic hard disk to a smaller and faster SSD.

When you clone a hard drive, you can boot from the target
disk on the same system after cloning.

File Backup —not available in free version

40
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@ Wiew Backup  Hestore  (Hher lask

%ﬁO@

Backup Restore  Log

4 Beckup Tasks

[ | Imeqe selected dizks on this computes

Bl Creaie snirmage of the |
B backup end restore Wincdows

m=" Crale a File and Falder backup

Otner Tasks
E Dretails

File Systems Empty
Frow Spacee U692 KH
Totel Sk 392 KE
Sharl S

Erd Sactor

Create 3 bacoup  Badosp Defirition Fles

WEScnipt Files  PowerSheld Fies  PAS-D305 Bebch Files  Scheduled Bacioups

egured i

'Lj Falfreh

E GPT Dok 2 (8RB B- SR L ECASE L EETBC

bedrrrowregl Priomoany

|

Actiors..

-l &
5 -osicd
NTS Primany

1 (=)
M as

d
KTFS Primuany

B 5 - RECOVERY {Plase]
TS Prirany

HI7ANMA
3000 ME

Clone this ik nege this disk.,,

SR Disk 7 [SIFERSI1EPI|F 2FA [2FREL) - HEST KTET

L-DATA D)
HTFS Brrmany

ORI «BRLE] GBa

Image the selected disk

LR Dok 3 300 ALG-ARE 34 A E-H A 1081 2 S EC iDL - Seapates Hachops Huz BE DUVEL <32 TH=

Ko
Urdoemamend Peieary

Gaagme Eporeinn G5k «f 41 TH»

E] MER itk 4 (15043157

* - Saaguts Barwst Cova (F)

HTFS Acdew

2 - Seagare Rackep Pz Driv 451)
KTF5 Primary

184 TE




Create a backup  Backup Definition Files  VBScript Files PowerShell Files  MS5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BF63B4AB-5F65-4301-BA6C45E1BEZBC113] - HES256GISTND-N2104 30200P10 <238.47 GB=
-

58 1- SYSTEM (Mone) 28 2- (g DiskImage

FAT32 (LEA) Primary Unfoematted
| T H o o
269 MB s Select Source Drive(s) and Image Destination
250.0 ME =

Actions... v Source Location to store the image

GPT Disk 1 [BFE3B4AB-5FE5-4\01-BASC4SE1EEZELI13] - HFSZ56GISTND-N2104 30200P10 <238.47 GB=

F Clone this disk... E Image this disk
= %8 1 - SYSTEM (Nong) - im 3-0s(c) ¢ 28 4- (None) %8 5 - RECOVERY (None)

FAT32 (LBA) Primany NTFS Primary NTFS Primary NTFS Primary
o GPT Disk 2 [FIFEFS32-8781-4359-BFA2-CIF05212FBED] - H _ _
0 —

) : 269 MB v : 209.75 GB 7]  M22MB 7]  431LEMB v
1-DATA () 260.0 MB ! 236.60 GB £4 T £4 T £
NTFS Primary

—— N Browse for location here

825.18 GB
931.51 GB

Total Selected: 210.65 GB

Destination

(®) Folder | F1\C_DriveImage),

GPT Disk 3 [3DIETADI-AGEI47AS-BI23-59122E5B8200] - BRCrRatIve TOCatione
.

-

(O cp/DvD Burner ik (E:) -HL-DT-5T, DVDRAM GUEIN  vASO0 (0:2:0)

Use the Image ID as the file name. {(Recommended) Le ave th |S tic ke d

Backup filename: {IMAGEID}

1- (Naone)
Unformatted Primany

123.0 MB
128.0 MB

F:\C_DriveImage \IMAGEID }-00-00. mrimg

L=
Tl' Advanced Options < Back [ Cancel




Create a backup  Backup Definition Files  VBScript Files  PowerShell Files  MS-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BF63B4AB-5F65-4301-8A6C4SE1BEZBC113] - HFS256GISTND-MN2104A 30200P10 =238.47 GB=
L

55 1 - SYSTEM (Nore) - Disk Image

FAT32 (LBA) Primary Urformatied
1 B

gl
263 MB | E'@ Edit the Plan for this Backup

260.0 MB
1. Select a Template for your Backup Plan

Actions... *
Mane

F Clone this disk... E Image this disk 2. Add/Edit Schedules
Backup Type Schedule

GPT Disk 2 [F1FBF632-8781-4355-BFA2-52F05212FBED] - H
-

1-DATA (D)
MTFS Primary

829,18 GB f ¢ Edit Schedule Ii?g Delete Schedule
931,51 GB

Incremental

Uirrerential rg backup sets in the target folder

12 = |Backups

GPT Disk 3 [3D3E7AD3-ASE3-47A5-E323-59122E5B8200] - [] ifferential Keep 4 = | Backups
L
-
1- (Mone) [+ Incremental Keep 10 | Backups v

Unformatted Primary

128.0 MB [JRun the purge before backup.
128.0 MB
Purge the oldest backup set(s) ifless than | 5 | GB on the target volume (minimum 1GB)

Advanced Options Help = Badk Next = l[ Cancel

Create a Synthetic Full if possible [[]




Create a backup Backup Definition Files  VBScript Files  PowerShell Files  M5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [6FE3B4AB-5F65-4301-8A6C45E1BE2BC113] - HES256GISTND-N210A 30200P10 =238.47 GB=
-

8 1 - SYSTEM (None) a2 o4 Choose your settings for
FAT32 (LBA) Primary Urfarmatted .
o e automatic backup

26.9 MB | E'@ Edit the Plan for this Backup

260.0 ME 1. Select 1 Full Schedule

Actions...

Mone

F Clone this disk... @ Image this disk 2. Add/Edj
E Backup requency Settings

"]
}/ Full Schedule Settings

GPT Disk 2 [F1IFBF632-6781-4355-BFA2-52F05212FE80] - H
-

(@) Monthly (®) Every e | Monday

1- DATA (D) O Weekl
Y
v NTFS Pri
many () Daily D Day 1

("1 0ne Time Only Of monthis) January February March

825.18 GB

931,51 GB () On Event April May June
July August September
QOctober Movember December

3. Defir
Apply r

Full
Start Time |D‘3:DEI

“ GPT Disk 3 [303ETAD3-AEE347AS-B323-55122E5B820D] - Diffg
Oy \ Start Date |23f|36f2|32|j

1- (None) Incr
Unformatted Primary

128.0 ME
128.0 MB

0 Rur: Conditions. ..

-

Purge the oldest backup set(s) ifless than |5 =1 GB on the target volume (minimum 1GE)

Advanced Options Help < Back Mext =




Create a backup Backup Definition Files  WBScript Files  PowerShell Files  M5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BFRE3B4AB-SFE5-43D1-BASC4SEIBEZBC113] - HFS256GISTND-N2104 30200P10 =238.47 GE= Y
-

Disk Image Here’s your scheduled backup.
You can add more if you wish

28 1- SYSTEM (None) iR 2Z- [
FAT32 (LBA) Primary Unformatied

I gyl
26,9 ME | D@ Edit the Plan for this Backup

260.0 MB
1. Select a Template for your Backup Plan

Actions... v

Mone

F Clone this disk... E Image this dish 2 Edit Schedules

Backup Type Schedule
Full At 9:00 AM on the first Mon of every month, starting 23,06,2020

GPT Disk 2 [F1IFBF632-8751-4355-BFA2-52F05212FES0] - H
A
-

1- DATA (D)
NTFS Primary

[ ( YOU can change the -

fmlece Add Schedule  ~ E} Edit Schedule = bhed
——— default number of

931,51 GB

Apply retention rules to matching backup sets in the target folder b acC ku p S ke pt )
Full Keep IE = Backups
GPT Disk 3 [3D3E7ADI-AGEI47A5-B123-59122E5B8200] - — Dackips O I d eSt ba C ku pS W| | I h

1- (Mons) [Tincremental 0 .| Badkwups be deleted if nOt

Unformatted Primany
[ | -
enough room.
Purge the oldest backup set(s) ifless than | 5 = 'GE on the target volume (minimum 1GE)

128.0 MB [Jrun the purge before backup.
128.0 MB

Advanced Options Help < Back 7 l: Cancel Finish




Create a backup  Backup Definition Files  VBScript Files  PowerShell Files  M5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BFe3B44B-5F65-4301-BAGC49E1BEZBC113] - HES256GISTHO-N210A 0200P10 <235.47 GB>
&

28 1- SYSTEM {None) 28 2- (v DiskImage Check your plan

FAT32 (LBA) Primary Unformatted

[ | [ | Imaging Summary

26,9 MB o Vi nhl
o Verify:
E Maximum File Size:

260.0 MB
Compression:

Actions... =

Passward:
F Clone this disk... E Image this disk Eﬂ'ffsrg\fﬁgp?’"
N Email On Success:

0 GPT Disk 2 [F1IFEFE32-8781-4359-BFA2-52FD5212FES0] - H Email On Waming:
Email On Failure:
1-DATA (DY) Total Selected: 21065 GB

NTES Primary Current Time: 23/06/2020 1.15:22 PM

S n Ededjes
829,18 GB Full - At 9:00 AM on the first Mon of every month, starting 23/06/2020
331,51 GB

Retention Rules
Rules will be applied to all matching backup sets in the destination folder

Full: Retain 12 full images
Linked incremental and differential images will also be deleted

o GPT Disk 3 [3D3E7AD3-ASE3-47A5-B323-59122E568200] - Purge will be run after the image.
4

1- (Mone) \ Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB
Unformatted Primany

L
File Mame: FAC_Drivelmage'{| MAGEID}-00-00.mimg
128.0 MBE

128.0 MB

Operation 1of 5

Advanced Options MNext =




Backup Save Options

What do you want to do now?
Run this backup now

Save backup and schedules as an XML Backup Definition File

¥ou can run this backup at any time by double
dicking the saved X

r a name for this backup definition.

| C_Image|

C:Users\Helen\Documents\Reflect\C_Image. xml

| H:\rageBackup

Share View

<« Seagate Backu.. » ImageBackup

~
i@ Onelrive

@ This PC
§ 30 Objects
I Desktop
| Documents
4 Downloads
Music
Pictures
Videos
a5 ()
DATA (D)
Seagate Expansion Drive (F:)
Seagate Backup Plus Drive (G:)
Seagate Backup Plus Drive (H:)

4 items

w Search ImageBackup

MName

2 12CBEDCE22FBFOOD-00-00.mrimg
[ D39F73436C453F15-00-00.mrimg
[2 E48DEZE0AAETICSE-00-00.mrimg
[2 F13B6C0845632C33-00-00.mrimg




‘ChlserstHelen\ Documents\ Reflect\C_lmage.sml’

Uperation 4 ot b
Hard Disk: 1
Orive Letter: MAA
File System: MNTFS
Label:
Size: 478.0 MB
Free: 81.0 MB
zsed: 3570 MB

Operation 5of 5
Hard Disk: 1
Drive Letter: MAA
File System: NTFS
Label: RECOVERY
Size: 800.0 MB
Free: 3671 MB
lsed: 4325 MB
Starting Image - Tuesday. December 04, 2018 16:47-25

Initializirng
Write Method: Ising File System Cache
Destination Drive: Seagate Backup Plus Drive (H:) - Free Space 626.31 GB
Image Guardian: Protected
Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB
Creating Volume Snapshot - Please Wait

Cverall Progress: Creating Snapshot, Please Wait...

]
Current Progress: 0%
Ilz'?igri ty I E;ignl-;ity On completion | Mo Shutdown Hide

Time remaining:

Time remaining:

[}
i

T
o




| Macrium Reflect
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Helen Smith - U3A Nunawading

Before it’s too late ...

BACKUP YOUR COMPUTER!

- FABT ¢ .



6. Create Rescue Media

Rescue Media - CD, DVD, or USB stick that you would
boot from in order to restore from your image.

Note: The Image backup isn’t a direct copy of your
C: drive. It’s just a copy of the contents, but not
setup to boot from.
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2 Macrium Reflect - Home Edition - v7.

File View Backup Restore  Other Tasks

D% 0 &

Backup Restore Lag

[- Back
Other Tasks

Create bootable Rescue media

9
%
@

Help

Check for product updates on the internet

Create a backy

r

File Mame

F-:_ C_lmage.x
2 Image bad
: Photo Full
(4 Phote Ma

Image Optio
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¥ Macrium Rescue Media Builder

File Logs Help

Windaows PE: Windaows PE 10
I um Reflect: Home Edition (64-bi

Status: QK

Select Device

USE Hard Drive
Seagate Expansion - F: - 1,82 TB

Removwvable USB Flash Drive
TOSHIBA TOSHIBA USE DRV - H: - 28.88 GB

CD/DVD Burner
(E:) - HL-DT-5T, DVDRAM GUETN  wASDD (0:2:0)

USE Rescue Media options
Check for devices missing drivers on boot
Enable Multi Boot (MBR UEFI) - Recommended for your system.

Advanced

how more
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Label and save your rescue media

= You don’t need to create a new rescue drive
each time you backup. But after a major
update is a good idea.
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AN

7. Check your backups \&prked

Backups generally work.

BUT If your backups don’t work, you ddn t have a
backup! \\\\ /




How to test your backups

Check some files in the backup
Restore some files
Boot from ‘rescue media’

Perform an image restore — BUT STOP AT THE
LAST STEP

= W N
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1. Check some files in the backup

a) ‘Mount’ the image backup as a new drive
(ie ‘pretend’ that the backup is a hard disk)

b) Explore the ‘drive’
c) Open a few files and check they look OK

d) ‘Unmount’ or ‘Detach’ the drive when you
are finished.
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2. Restore some files

c)
b)

c)

d)

Pick an important file on your hard disk.

Rename it.

Now restore the original from your backup, and
make sure it’s the same.

Repeat this for several files in different locations
to ensure the files you expect to be backed up
actually have been, and can be recovered.
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3. Boot from ‘rescue media’

a) Create an ‘emergency disk’ or ‘rescue media’

b) boot from the ‘emergency disk’ or ‘rescue
media’ to make sure it works.

c) Once loaded, make sure it can ‘see’:
o the backup you’ve created,

o the hard disk onto which the backup might be
restored.
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4. Perform an image restore — BUT STOP AT THE LAST STEP

a) Follow the sequence to perform an image
restore BUT ...

b) Stop at the very last step. Do not actually
perform the restore.

(This assumes your backup strategy involves image
backups.)
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Why not restore the image?

It would be the only FULL test of the backup
process BUT

If it doesn’t work — you’ve possibly destroyed
what was on your hard disk

If we HAVE to use the backup ‘for real’ we accept
that risk

If we're just testing, that risk may be too great.
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When to test your backups

= Immediately after you set up your backup
strategy, ie after your first backup

= Regularly after — say every six months

= Keep an eye open to check that backups are
nappening — frequently check your drive to
ensure the backup files are there
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What if your backup test fails?

= STOP
= Fix the problem — depends on what it is

= Do it now —don’t put it off, because you don’t
nave a backup!

Don’t panic!




1. Check files in Macrium Reflect

-
ra

File View Backup Restore Other Tasks

24

r— Browse for an image or backup file to restore
0

Help

4 Restore Tasks

Detach a backup image from Windows
Explorer

[+ Other Tasks

F] @ Details

ID:  643765EB4T581A2C
Type: Differential
Date: 30/03/2021 &:00 PM

Image Restore  File and Folder Restore

O Refresh

' D Browse for an image file..,

%
& Folders to search

3 GPT Disk 1 [SFE3B4AB-EFE5-4301-BASC4SEIBEZBC113] - HFS256GISTMO-N2104 30200P1D =238.47 GB=
“
L3

1- SYSTE
FAT32 (LBA) Pri

Sort by... Js Backup Da

643765EB4
Folder: FAQ
Type: Diffé
Dates 30/0
Image ID: 6437

643765E 5
Folder: FAQ
Type: Diffe

Backup Selection

Select the Backup or Image that you wish to browse and assodate a drive letter in explorer.

File type: (@) Image Files

F:\C_DriveImage),
Original location Backup Date Drive Letter

[ | = svsTEM  30/03/20216:00PM  N/A

() File and folder backup files

Backup ID
B643755EB47581A2C

M e e T
os (C:)  30/03/20216:00 PM

array

843 765EB47581A2C
64375 7581A2C

[ ] % <No Name= W03 202 000 B

643765EB47581A2C
6543765EB4758 1A2C

Capacity
256.0 MB
15.0 MB
236.60 GB
841.0 MB
500.0 MB

o

Used & ™
27.1M
16.0 M
163.17




Backup Selection

Select the Badkup or Image that you wish to browse and assodate a drive letter in explarer.,

File type: (@) Image Files () File and folder badkup files

S

H:\ImageBackup!,

Capacity Used Space  Free Space  File System Compression *

Criginal location Backup Date Drive Letter Backup ID
|:| S SYSTEM 4/12/2018 447 PM M/A 2E95C535455F7CE4  256.0ME 25.7MBE 230,33 MEB FAT3Z (LBA) Medium
MRL SRER NaTw R T=RE O b =] I A 2E90C535455F7CE4 16,0 MBE 16.0 MB OB Unformatted  Medium

e 05 () 4/12/2018 4:47 PM I:>2E96C535455F?CE4 236,95GB 152.44GE  84.51GB Medium
w e MfA 2E96C535455F7CEY 478.0ME 3891L.7MB 5.3 MB Medium
|:| % RECOVERY 4/12/2018 4:47 PM MfA 2E96C535455F7CE4  300.0MEB  427.6 MB 3724 MB Medium
|:| e 5YSTEM 5/06/2018 3:04 AM A E4GD32E0AAE13CSE  256.0ME  25.7ME 230.3 MB FAT32 (LBA) Medium

Lo |

£

[ ]Enable access to restricted folders
] Make writable. Mote: Changes are temporary and will be discarded.

Cancel




- Drive Tools

Home Share View Manage

4+ > ThisPC » 0S()

£ This PC
J 530 Objects
I Desktop
%| Documents
“’ Downloads
J’.‘ Music

| Pictures

ﬁ Videos

e 05(C)

- DATA (D:)

= 2eagate Expansion Drive (F)
= 2eagate Backup Plus Drive (G:)

O ] L Ol e
e LN o -

@ os )

| P R [ R 5 I S A

18 items

[

v |
Mame

SGetCurrent

Asus WebStorage
eSupport

Intel
OnelriveTemp
Perflogs

Program Files
Prograr Files (x86)

ProgramDatg

Search 05

Date modified

25/02/2018 7:53 PM

M ,-\..-\..-Enlﬁ |'f|“"

23/06/2017 402 PM
23/06/2017 3:49 PM

4/12/2018 2:34 PM

- p A -\.Alan-la.r.l
S S s il

19/11/2018 12:01

Llsers

In
Windows10Upgrade
SWINRE_BACKUP_PARTITION.MARKER

=| bdlog.tt
devlist.tet

0/11/2018 17:41 ..,
/02/2018 7254 PM
6/02/2018 T:41 PM
3/11/2018 3:44 PM

13,/06,/2017 4:36 PM

Type

File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
MARKE
Text Do
Text Do

]




‘Unmount’ the drive when you're finished

Open in nev

Pin to Quick

Unmount Macrium Image I

Restore previous
4 This PC : Bitdefender
P 30 Objects : 7-Zip
B Desktop CRC SHA
DVD RW Dr

Documents AxCrypt

Pin to Start
Seagate Ex
z';,";mf Zip and Share (WinZip Express)
Pictures : WinZip
Videos
e Seagate Bag Format.
5(C) (G2)

[ei—rs] Copy
DATA (D2)

Create shortcut

Seagate Expansion Drive (F:) Seagate Ba¢

_ (H:) Rename

Seagate Backup Plus Drive (¢ R —

Seagate Backup Plus Drive (H = Properties




8. What to do next

1. Get TWO (or more) external hard drives — each 3 x capacity of the
drive(s) you want to backup

2. Choose your BACKUP SOFTWARE
(Windows or Macrium Reflect)

3. Set up REGULAR IMAGE BACKUPS of your C: drive
and SAVE OFFLINE

4. Consider setting up reqgular backups of other storage drives
5. Make sure you have a RESCUE DISK
6. CHECK your backups regularly
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My Backup Plan

= Now | know what to do, | can
 set up a backup plan and
- KEEP to it!



ANY QUESTIONS ?

Thank you for attend g this

U3A presentation / demonstration
// .




