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Before it’s too late ...

BACKUP YOUR COMPUTER!
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What we’ll cover

You can click the links on this page to go straight to a section

Some theory about backing up

Get prepared — what you need and why

Quick view of Windows 10 backup
Overview of Macrium Reflect backup

Rescue disk overview and step through

Step through Macrium Reflect backup together

Check your backups!
Summary and questions
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I 1. Why Backup? \\

Do we really need to backup?
What does a backup do for us?

5 Ways to Lose your Data

1. Human error — e.g. accidental deletion

Malware infection — e.g. viruses or ransomware
prevents you accessing your data

3. Hard drive failure — hard drives wear out!

4. Disaster — fire, flood or theft destroys or
removes your data

5. Data corruption — e.g. power surges, operating
system errors ...

Helen Smith 3
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Il 2. What IS a backup? \\

What exactly IS a backup, anyway? if: ,_

... a copy of a file or other item of data made in case ”
the original is lost or damaged

Backups capture a p_oin_t.—ini—ﬁihé snapshotthat is then
used to return data to its previous state.

3-2-1 Backup rule
= 3 copies of your data ;_ -
= On 2 different media LE\‘
= At least 1 copy off-site — 3.

Helen Smith 4
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2 TYPES of backup - Image Backup

* Image backup

o a copy of:
* the operating system (OS)

= all the data associated with it, including the system state
and application configurations.

o The backup is saved as a single file that is called
an image.

[ [N

e—c
—

2 TYPES of backup - File Backup

= File backup - copies of your (individual) files
on another drive in case something happens
to the originals.

-

= —
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Recovering your computer — File Backup

= Find all your original software incl OS

» |nstall the OS

= Update all drivers

= Reinstall all software (incl registration codes!)

Recovering your computer — Image Backup

Helen Smith 6
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What am | protecting against?

_ Lose single files Lose all your data

Human error X X
Malware infection X
Hard drive failure X X
Disaster X
Data corruption X X
You need: File backup System image backup

What do | need in order to backup?

Helen Smith
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You need:

External hard disk (how many, what size?)
o Separate discs for Image and File backup is best

Backup software

= A backup plan:
s what to backup
o how often to backup
o where to store your backups

u
Leo Notenboom — [you need]
an external drive at least
three times as large as the
amount of data you expect to
back up.

Backup drives

I /2 /4 /5TB Drive,
USB powered

P

4/6/8TB Drive,
externally powered

2TB + Network Drive (NAS),
externally powered

Cloud service account
free may not be enough

8 — 512 GB Drive,
USB powered

eg OneDrive
Google Drive
Dropbox etc

16
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= | This PC (Debussy) - m} X
~ @
= [
. o - 18 Syst i
ol Ll en
2 ation | Setrings [5) Manag
Network Syst
& | O SearchThis PC (Debussy)
O Name - Type Total Size Free Space
» Folders (7)
~ Devices and drives (5)
%  iCloud Photos System Folder
() ScanSnap Folder System Folder
M os(c) Local Disk 236 GB 26,9 GB
[ = DATA (D) Local Disk 931 GB 102 GB
& DVD RW Drive (E:) €D Drive
Total 1,167 GB (1.167 TB)
3x =3,501 GB (3.501 TB)
17

How many?

3 copies:

= 1 on computer

= 1 backup @home
= 1 backup offsite

f*?,

» At least 2 backup disks

Helen Smith 9
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Online File Synchronisation (Cloud accounts)

In addition to hard drive backups you could consider online backups,

eg:

= Microsoft OneDrive

» Dropbox

= Google Drive
= jCloud

These synchronise your files between the computer and the ‘cloud’
= not strictly backup, particularly if you delete files.

= usually an ongoing cost involved beyond a small free amount of
storage

= slower than a hard drive

Online File Backup

Real Online Backup options include:

Backblaze
Carbonite
MozyHome
SugarSync
SpiderOak

(USS5 /month /computer)

(from USS6 / month)

(uses Carbonite)

(from USS$7.49 /month /unlimited devices)

(from USS5 / month)

20
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Software — Either of these:

= Windows We'll look at this
o briefly but not actually
o Built-in use it in this session.

o Windows 10 uses old Windows 7 version
o Windows 10 may discontinue inbuilt backup

o Image backup in free version one for this session.

o File backup needs paid version

2. Sy stem r epair disc o
3. File backup of data drive.

21
Il 4. Let’s step through Wi\\\dows 10// ’
OK, that’s the theory 2
Now, how.do we actually do it? ///
1. Image backup of C drive / =

22
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1. Image backup —step 1

Windows Settings

Sywem
[ pev——

D nane

ey Ardomat $haene

Windows Update

Updates available
Last cherceed: Today, 251 M

Rrealick Semivunducior Comp, - MIDIA - 4372010 12€C:00 AM -
FOLALE

Status Ferarg retal

Change sctive hours

Wiewr update histary

Backup

Corvrel Darel Horme

Back up using File History
Back up your files 1o another drive and restoce them if the Triginels
are lost, damaged, o deleted,

Eackan

futomatically badk up iy files
@D on e

More optivns

Looking for an older backup?
It ymu ereated & baskup LARg the Windaws [ Bacoup and Sasmne

Ty

o 10 Backup and Restore (Wirdows 7] l

Back up your stull
To

humy bede up yuur fi

0 35¢k Up your fies

&, VAN ors, thes
mar.

v sboul stk

Have a question?
Cet hedp
Securty arcd Maintunance

Make Windows beller File History

Cive ua Gk

Back up or restore your files

Whindows Rackup has ret been st up.

Vhindoms cculd not find o bacbus for this comgaten

@ ieiec rnctrer backus ta restece files from

Nerwore & Insomet Persaraloatio = Advarced cptions
B e W Bl
What's new
‘aur d=aze ree: artt
% Time & Larossos
)
Firat iy draee
(14 ke of Aocen E gy T For desopers
ot reagys e, h gy v Invatas, evma Lacking for info n the latest updates?
B Wirdows Inzicer Program Learn meee
Update & Secuity Related links.
w s Chick St
05 build o
1. Image backup — step 2
L]
a2 x W Cowret yrtem avd poerc n o
A W« Syste.. > Backup and Restore.. v & | Search Cortrod Pane p

@5t up bachugp

24
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1. Image backup —step 3

X

M Createa system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives, A system image can be used to restore your computer if your hard drive or computer ever
stops working: however, you can't choose individual items to restore.

@ On a hard disk

O 0n one ormore D Looking for backup devices...

O On a network location

Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. A system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can’t choose individual items to restore.

@® On a hard disk
wa Seagate Backup Plus Drive (D:) 931.30 GB free ~

(O On one or more DVDs
== DVD RW Drive (F)

(O 0n a network location

File Hiefans - - Fils HistaRs o 35
1. Image backup —step 4

A Create 2 system image

Which drives do you want to include in the backup?

The drives that are required for Windows to run will be included by default. You cannot include the di
that you are saving the backup to.

Your backups are being saved on Seagate Backup Plus Drive (D:), \
Drive - Total size Used space
Ei Vista0$s (C:) (System) 148,56 GB 94.25GB
] - DATA(E) 139.28 GB 3.11GB
- ‘Windows Recovery Environment (System) 485.00 MB 398.56 MB
Space required to save a backup of the selected drives: 9464 GB
Space available on Seagate Backup Plus Drive (D:): 931.30GB

‘ Next ’ Cancel

e a system image

wfirm your backup settings ]

Eile Hickars

Baciup location
was Seagate Backup Plus Drive (D:

The backup could take up to 95 GB of disk space.

The following diives will be backed up:

i Vista0S (C:) (System)

-

Windews Recovery Envreament (System)

This will probably take 40 + minutes,
depending on the amount of data and the
speed of your hardware

onc

26
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Fa
I The backup completed successfully.

l
I
It

[ Close

Create a system image

Do you want to create a system repair disc?

A system repair disc can be used to boot your computer. It also
contains Windows system recovery tools which can help you

recover Windows from a serious error or re-image your computer |
from a system image.

[ Don't show this message again No .

1. Image backup —step 5

Your system image has now
been created.

It is best to remove this drive
from your computer so that
the image backup cannot be
corrupted by malware etc.

27
[ d [
2. System repair disc—step 1

Create a system image I 5]

Do you want to create a System repair disc? Select a CD/DVD drive and insert a blank disc into the drive

A system repair disc can be used to boot your computer. It also A system repair disc can be used to boot your computer. It also contains

ins Wind | hich hel Windows system recovery tools that can help you recover Windows from a

contains Windows system recovery tools which can help you serious error or restore your computer from a system image.

recover Windows from a serious error or re-image your computer

from a system image.

| Drive: DVD RW Drive (E2) S

[ Don't show this message again No -

28
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2. System repair disc — step 2

h B Create tem repair d S Create a system repair disc X
Select a CD/DVD drive and insert a blank disc into the drive ! Using the system repair disc
Y
A system repair disc can be used to boot your computer. It also contains L

Y n h m repair di m recov
Windows system recovery tools that can help you recover Windows from a ou'ca ':_lset e ?:s:;e epair disc to access systef ecovery
serious error or restore your computer from a system image. 14 options that can help you recover your computer from a
serious error.

Drive: . DVD RW Drive (E) H [ Please label your disc with the following information:

Repair disc Windows 10 64-bit
System repair disc complete W \

7
[J Do not show this message again -

Createaise | | o | | | — I

29
.
3. File backup —step 1
.
@ Backup @ Backup
Back up using File History Back up using File Histor
Back up your files to another drive and restore them if the originals Back up your files to another drive and restore them if the criginals
are lost, damaged, or deleted. are lost, damaged, or deleted.
llv back up my files a Add a drive
@ on
More options More options
Looking for an older backup? Looking for an older backup?
If you created a backup using the Windows 7 Backup and Restore If you created a backup using the Windows 7 Backup and Restore
tool, ith still work in Wmu.c'.ﬂ 10 > : = tool, it'll still work in Windows 10.
Go 1o Backup and Restore (Windows /) Go to Backup and Restore (Windows 7
Back up your stuff Back up your stuff
{ Nind:
Te re Wind
Have a question? Have a question?
30
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3. File backup — step 2

Sefect Fo der
TN T, ~ N
Orgariae » %]
& Backup options BAs N e 7 -
Burcheses . -
Overview Lo <on indim ¢ s
Size of backup: 0 bytes d :' i Oy A
Total space on Seagate Backup Plus Drive (D:) (D:): 331 GB 5
et fl
Your data is not yet backed up. &l Joomis pét epio e
35 Dosphew
SHEEE e el | S0ECtFOMSEr ®
3 Tha 5C - P e > IMSBC > DAIA LD 'y
[ Back up my files h o Oup Mo felde - 0
Every hour (default) I Pictures B Nam i L
L ) ) P =
"
f Keep my backups M ]
Forever (default) v !
\, J 5. Dwiial Legecy |
L ineenis prupie
Back up these folders & Deopbon
Add a folder a Crlrice
i =
B Tha 5C
I v >
Saved Games Felder | Tamuy slm
H' C\Users\Helen e
p
31
L]
3. File backup step 3
& Backup options & Backup options
Overview Exclude these folders
Size of backup: 0 bytes
Add a folder
Total space on Seagate Backup Plus Drive {(D:) (D:): 931 GB +
Your data is not yet backed up.
Back up to a different drive
You'll need 1o stop using your current backup drive before you add
Back up my files a new one, This won't delete any files from your current backup
Every hour (default) e,
Stop using drive
Keep my backups
Forever (default) . Related settings
_— advanced setting
Back up these folders Restore files from a current backup
Qi #dd.atokder Have a question?
Ge
Family album
32
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Il 5. Let’s step through Mg\crium Reffl’

» An alternative to Windows inbuilf‘backup

» A free version is available which is adequate
* Relatively easy to use.

* You can set up automatic backups.

BUT

* Free version only allows lmage backups not file
backups e

33

Download Macrium Reflect

zm?ﬂum“f tware s Eunmua

Free Edlhon

I. - — ?,Mmg Reﬂect7

:»

34
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Download step 2

@Macriumsoftware

Your image is everything

It is not necessary to enter an
email address.

Enter Email Add Details Check Email If you do, look for the

download link in the email
Please enter an email (optional) to register or download I

you are sent.

We will not use this to communicate with you until you have indicated your preferences. We will YOU' | I need tO CI iC k th at Iin k
never sell or pass on your details to any third parties and you can unsubscribe at any time. fo r the d own I Oa d tO Sta rt.

You can read more about how we protect your privacy

35
Download step 3
. @ Savehs )
Choose the location PN e T8 [7 s
Where you Want to O'iw;:a;neup:mo'dy A Name . Date modified - ?pe
save the installer. =~
I’ve created a folder [
(Macrium) inside the B e o
Downloads folder iy
& Downloads
Click Save. P v T ’
= -
~ Hide Folders Cancel
36
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Install Macrium Reflect
. | M ¥ | C:\Users\Helen\Downloads\Macrium = o X
FI n d th e Home Share View [7]
location where 0 X e i BB e
Pinto Quick Copy Paste ._;F Move Delete Re New i Properties B ;I;Ltow IS::::‘:\::tmn
d h access to : v folder . :
you save t € Clipboard Organize New Open Select
I n Sta I I e r. « v B « Downloads » Macrium v O Search Macrium
I3 This PC (Debussy) A [ Name - Date modified Type Size
J 3D Objects ¥ ReflectDLHF.exe 23/06/2020 12:28 Application 156 K
[ Desktop
% Documents
& Downloads
D Music
&=/ Pictures
@ videos
= 05(C)
= DATA (D)
- Backup Plus (F)
- Seagate Backup Plus Drive (G:)
1item -
37
he i Il
Ru n t e I n Sta e rl ¥ s Manage C:\Users\Helen\Downloads\Macrium — o x
. h Home Share View Application Tools 7]
.
E It e r . A & cut T New item = (@ open ~  HHselectall
J W Copy path * x -I 4 ] Easy access + \/‘ Edit Select none
k Copy Paste Move Copy  Delete Rename New Properties .
. [2] Paste shorteut  to= o= Foldiér 5 G History 5 Invert selection
» Double click the app
« v « Downloads > Macrium v O Search Macrium
OR A O Neme ki Date modified Size
st Quick access
& Refirouiic—n 22:00003033.08 Application 5,156 KB
. . Current Projects e
= Right click on the app E—— J
‘. & 2017-01 U3A webmaster
and choose ‘Run as B v i AR
. . ’ ® Camera Uploads Pin to Start
administrator’. [— >
&) Pictures CRCSHA >
” d ” Downloads A AxCrypt >
You WI nee to a OW & Photos 2 %2 Send with Transfer...
. s Seagate Backup Plus Drive (GJ) 2 <h
Macrium to make changes ... ! ==
Titem 1 item selected 5.03MB & i“'”‘ff:f“w . > =
to your computer T
38

Helen Smith

19



U3A Nunawading Backup Your Computer 30/12/2021

+

Giew Backup Restore  Other Tas
1

5%0@

Backup Remore  Log

4 Backup Tasks Tresfeabacop Bacoup Uefintion Filles  VBS<ngk files  Powershel Fies WMS-DUSBach Files Schedued Bacaps

[ Imege seected disks on this compuse [T
Fefrenh
{s) reen

Create sn image of the pa
i e o b Q- =
— Croute 2 File and Folde £8 1 - SYSTEM (o) 1g +- o £ 5-RECOVERY Mo
v FATI? [18A) Pimary NTEE P, NTES Semary
ST i} P | —
nrve [v v wew ¥ mave o
Pl Q Detsi Mave 4Tmoms 0NV
=~ Acts
[E F ik ] [[ a il
S Dok 7 FIFRFTY 4701 4358 SFAT S2R05 1P0RE

Selected drive has — =
darker blue line Image the selected disk
around It w L:.n:‘..','.,.-:...v,;.:-l‘-:‘c;.‘»:'.;.‘-.;oi,u-p-,_u,t.aw' \., oML <384 TE> .
- R #
I
Each drive letter may
have more than one | [[ = iem sum sorne _em <z
‘partition’ ¢ wmm ¢ 39
I . e — _

Macrium Reflect

Disk Image - stores the information required to completely restore disks
(or their individual partitions) exactly as they were when
the image was taken. Will need software to restore it.

Disk Clone - creates an exact copy (bit to bit) of partitions to a different
drive.
For example, upgrading to a larger hard drive or moving
from a large magnetic hard disk to a smaller and faster SSD.
When you clone a hard drive, you can boot from the target
disk on the same system after cloning.

File Backup —not available in free version

40
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2

Hie View Backup Restore

R

Other Tasks o

Backup Restore  Log
4 Backup Tasks Treste s bacoup  Backup Dehnition ez BS<ngk ez Powershel Fies  MS-DUS Batch Files Scheduied Bacoups
Q Imege selected disks on this computer o Relienh
@l Creste an image of the partitionds) requred to
B bsckup end restore Windows m €PT Dok 3 MFIBAR-SFES-LIDTSASCARELEEIBCILY] - HESISECOSTNOAQIUA JUINPI <23 & Gi
- Create 2 File and Folder backup B 1 - SYSTEM () 7 ) o 2-05icd 1 ¢ o) £ 5-RECOVERY esna)
@ AT v ” NTES Brieary. NTFS Prmory NTES Brmary
I I
b Other Tasks L
nrva wKane muscee 'l W0 M 4vave 1
4 Ocui\: aeave M wowe ¥ xmas Y inews L 5]
. Acticers... v
i 4
e Systems Empty m Clone this dink
Free Space O KB
Tetal Sz S2KE GPT Désk 2 (FIRBRSYI 8714159 BFA2 SIRISI(IFBR0) - HGST KT JBIOAT <9351 63>
Stant Secton 63
EndSecer 2047 1-DATA D)
I
178 68
315 66 =
CFT Dk 3 3000/ ADRALE ST ASEIL RIS - Jmegen Bachap™ M2 SK DL <0k 1B
L
1 (e 7 - Sragam Backup Put O (Gi) 2
- e ey NTFS Primary
I
s v v] 18T v
imave —_— A TE
G MER Dick 4 (1SCAISY] - Seagme Bpoeion M <1ADTEN
£+ Seagate Exparses Orve (F3) 2
M wirsase
a0 [

Create a backup Backup Definition Files VBScript Files PowerShell Files MS-DOS Batch Files Scheduled Backups
(j Refresh
| GPT Disk 1 [8FE3B4AB-5F65-43D1-8A6C49E1BE2BC113] - HFS256GISTND-N210A 30200P10 <238.47 GB>
28 1- SYSTEM (None) Disk Image
FAT32 (LBA) Primary
[} . =
26.9MB 160 MB % Select Source Drive(s) and Image Destination
260.0 MB 160 MB &
o Sousce Location to store the image
F GPT Disk 1 [8F63B4AE-5F654 113] - HFS256G3STND-N210A 30200P10 «238.47 GB>
Clone this disk... Image this disk
m 28 1-SYSTEM (Nore) 58 3-0s(c) 2 28 4- (Noog) 3 5- RECOVERY (None)
= FAT32 (LBA) Primary NTFS Primary = NTFS Primary NTFS Primary
0\ GPT Disk 2 [F1F8F632-87814359-8FA2-52F05212FES0) - H
- < 26.9 MB 205.75 GB 442.2 MB 432.8 MB
1-DATA (D7) 260.0 MB 236,60 GB = =
v NTFS Primary '
e Browse for location here
529,15 GB =
531,51 GB
Total Selected: 210.65GB
Destination
@ Folder | \C_Drivelmage\, '
GPT Disk 3 [3D3E7AD3-AGE3-47A5-8323-59122E588200] - SleiNalve Jocaions
g OcopvoBumer | L (£:) - HLDT-ST, DVORAM GUEIN  vASOD (0:2:0)
Unformaried Primary [l Use the Image ID as the file name. (Recommended) Leave this ticked
] — i :
T Backup filename: {IMAGEID}
1280 MB
F:\C_DriveImage\{IMAGEID}-00-00.mrimg
T Advanced Options Help <Back Cancel Fiish

Helen Smith
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Create a backup Backup Definition Files VBScript Files PowerShell Files MS-DOS Batch Files Scheduled Backups

o Refresh

GPT Disk 1 [8F63B4AB-5F65-43D1-8A6C49E1BE2BC113] - HFS256GI9TND-N210A 30200P10 <238.47 GB>
.

48 1- SYSTEM (None) Disk Image

FAT32 (LBA) Primary

m
26.9M8 =’® Edit the Plan for this Backup I
260.0 MB.
1. Select a Template for your Backup Plan
Actions... v
None - |
F Clone this disk... 2. Add/Edit Schedules
Backup Type Schedule

o GPT Disk 2 [F1IFBF632-8781-4359-BFA2-52F05212FE80] -
i g

1-DATA (D7)
I3 NTFS Primary

829.18 GB 3 = |
= Add Schedule ~ [a Delete Schedule
(7] Full
| Differentia ;gbadu.pseuhmewgetfdden' v
Incremental E =] [Back o
GPT Disk 3 [3D3E7AD3-AGE347A5-8323-59122E56520D) - M Differental Keep 4 2 Badups v
- 1- (Nore) Mingemental  keep |10 =) [Backups v 2
Unformamed Primary I
“ Create a Synthetic Full if possible [] o
[CJRun the purge before backup.
[Mpurge the oldest backup set(s) if less than | 5 2| GB on the target volume (minimum 1G8)
T4 Advanced Options Heb <Back Cancel Fh
Create a backup  Backup Definition Files VBScript Files PowerShell Files MS-DOS Batch Files Scheduled Backups
O Refresh
. GPT Disk 1 [BF6384AB-5F65-43D1-BA6C49E1BE2BC113] - HFS256GISTND-N210A 30200P10 <238.47 GB>
Ll 1 svsTEM (Nose) a2 g4 DiskImage Choose your settings for
FAT32 (LBA) Primary Unformatted — .
— , automatic backup
S S | @ Edit the Plan for this Backuy, I
200N oo Full Schedule
1.Selectd
Actions... ¥ =
one . 11
EE} Clone this disk... E Image this disk 2. Add/Edi ,/ Full Schedule SE'[TIF‘-gS
B Backup requency Settings V
° GPT Disk 2 [F1FSF632-6781-4359-8FA2-52F05212FB80] - H
= 1-DATA (D) | © Monthly @Every First v [Monday v
G d QO Weekly
NTFS Primary ‘ O baiy Opay 1
AT | () One Time Only Of month(s) Mianuary  [AFebruary MMarch
33151 GB I OonEvent [ apri FMay M une
@© 3.Defir B4 auly [ august [ september
APP'V] Moctober  [FNovember [ December
Full
o GPT Disk 3 [3D3E7AD3-AGE347A5-B323-59122E58820D) - [ iffe
1- (Nons) Mina t
Unformatted Primary |
= =
128.0 MB
| [ Purge the oldest backup set(s) if less than | 5 =7 GB on the target volume (minimum 1GB)
'H.i' Advanced Options Help <Back Next > Cancel | Finish

Helen Smith 22
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Create a backup  Backup Definition Files VBScript Files PowerShell Files MS-DOS Batch Files Scheduled Backups
O Refresh
. GPT Disk 1 [8F63B4AB-5F65-43D1-8A6C49E1BE2BC113] - HES256G35TND-N210A 30200P10 <238.47 GB> .
i T 2. 4 Diskimage Here’s your scheduled backup.
[¥]  FAT32(84) Primary . .
o -ty , You can add more if you wish
%9MB U@ Edit the Plan for this Backup
260.0 MB “
1. Select a Template for your Backup Plan
Actions... ¥
None: E
P Clone this disk... @ Image this disi \ /
o Backup Type Schedule
GPT Disk 2 [F1F8F632-8781-4355-BFA2-52F05212FE80] - H Ful AL 9:00 AM on the first Mon of every month, starting 23/06/2020
1-DATA (D)
=1 T
¥ NTFS Primary L
= )
£29.18 GB E?: Add Schedule ~ I?; Edit Schedule i Delete YO ucanc h an ge t h e
931,51 GB ol d f It b f
e erault number o
Apply retention rules to matching backup sets in the target folder backups kept P
Keep 12 = | Badups v
GPT Disk 3 [3D3E7AD3-AGE347A5-B323-59122E5B520D) - ¥ T .| Bacups ( O | d est ba cku ps W| | | h
1- (None) Oincemental k 10 2| |Backups e
y :
;g,gm: [[JRun the purge before badup. enough r00m. Y,
128.0 M|
[FPurge the oldest backup set(s) ifless than | 5 2.76GB on the target volume (minimum 1G8)
LT Advenced Options Help <Back Cancel Finsn
Create a backup Backup Definition Files VBScript Files PowerShell Files MS-DOS Batch Files Scheduled Backups
O Refresh
GPT Disk 1 [BFE3B4AB-SF65-43D1-8A6C49E1BE2EC113] - HFS256GISTND-N210A 30200P10 <238.47 GB>
- Disk Image
28 1- SYSTEM (None) iR 2- ¢ 9
-m “-
Lo Check your plan
Imaging Summary -~
26.9 MB 16.0 MB
260.0 MB 160 ME Auto Very: N
: Maximum File Size: Automatic
Actions... ¥ = Compression: Medium
Password: N F
F Clone this disk... @ Image this disk :}rﬁ;llegrusia‘(’::gy ;
= aai & Success: N
- ¢ y s 3il On Waming: N
o\ GPT Disk 2 [FIF8F632-8781-4353-BFA2-52F05212FB80] - H Email On Fallre: N
- 1-DATA (D) Total Selected 210.65GB
e Curent Time: 23/06/2020 1:15:22 PM
£29.18 GB Full - At 9:00 AM on the first Mon of every month, starting 23/06/2020
931,51 GB
Retention Rules
Rules will be applied to all matching backup sets in the destination folder
Full: Retain 12 full images
Linked incremental and differential images will also be deleted
g\ GPT Disk 3 [3D3E7AD3-A6E3-47A5-8323-59122E58820D)] - Purge will be run after the image.
. 1- (None) \ Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB =
Unformatted Primary
Destination:
e File Name: F:\C_Drivelmage \{IMAGEID}-00-00.mrimg
128.0 MB
Operation 1of 5 v
'H"‘wm Help <Back Next > Cancel | I
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I & < | H\ImageBackup - O X
Home Share View (2]
<« v 4 <« Seagate Backu... > ImageBackup v O Search ImageBackup »r
Backup Save Options X 7 ~
Z@ OneDrive Nane Date
What do you want to do now? B This P 12C8E0CE22FBFO0D-00-00.mrimg 20/0
= . B D39F73436C453F15-00-00.mrimg 1/04
- 30 Objects E48DE2EOAAET3CSE-00-00.mrimg 5/06
[Run this backup now [ Desktop [3 F13B6C0645632C33-00-00.mrimg 31/0
|| Documents
[ save backup and schedules as an XML Backup Definition File
4 Downloads
You can run this backup at any time by double .
dicking the saved XML file D Music
er a name for this backup definition. =] Pictures
| B Videos
C_Im
’ - Mage s 05(C)
C:\Users\Helen\Documents\Reflect\C_Image. xml = DATA (D)
- Seagate Expansion Drive (F:)
Help E Cancel s Seagate Backup Plus Drive (G:)
- Seagate Backup Plus Drive (H:)
v < >
4items &

47
F{ 'C:\Users\Helen\Documents\Reflect\C_Imagexml'
r{ Operation 4 of b A
e Hard Disk: 1
Drive Letter: N/A
§ File System: NTFS
Label:
Size: 478.0MB
i Free: 81.0MB n
Used: 397.0MB
Operation 5 of 5
Hard Disk: 1
i Drive Letter: N/A
File System: NTFS
A Label: RECOVERY
i Size: 800.0 MB
Free: 367.1 MB
Used: 432.9MB
Starting Image - Tuesday. December 04, 2018 16:47:25
Initializing
Write Method: Using File System Cache
B Destination Drive: Seagate Backup Plus Drive (H:) - Free Space 626.31 GB
Image Guardian: Protected
Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB
Creating Volume Snapshot - Please Watt
v
Overall Progress: Creating Snapshot. Please Wait... Time remaining:
F| Current Progress: 0% Time remaining:
d
Low High =
| priority Priority On completion |No Shutdown Hide Cancel Pause 48
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Macrium Reflect

o Image Completed Successfully in 00:19:12

49

Before it’s too late ...

Helen Smith - U3A Nunawading

Helen Smith
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Il 6. Create Rescue Media\\ // '

Rescue Media - CD, DVD, or USB stiék,__that you would
boot from in order to restore from your image.

Note: The Image backup isn’t a direct copy of you"r" |
C: drive. It’s just a copy of the contents but not
setup to boot from

51
1 2 Macrium Reflect - Home Edition - v7.2.3858 [UEFI)
File View Backup Restore OtherTasks Help
Backup Restore Log
] P Bac Create a backt
4 Other Tasks
z _)9 Create bootable Rescue media c
File Name
% E C_Imageux
Check for product updates on the internet & Image bac
o (4 Photo Full
G Photo Ma:
Image Optiol
Imaging Si
52
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%9 Macrium Rescue Media Builder X

File Logs Help

Rescue Media Settings v Show more
@l Windows PE: Windows PE 10 Release 1709 (64-bit)
| Macrium Reflect: Home Edition (64-bit) v7.2.3858
Status: OK
Select Device

ﬂ USB Hard Drive - Unsupported Disk
Seagate Backup+ Hub BK - G: - 3.64 TB - GPT format is not supported

ﬂ USB Hard Drive
Seagate Expansion - F: - 1.82 TB

Removable USB Flash Drive
TOSHIBA TOSHIBA USB DRV - H: - 28.88 GB

Q CD/DVD Burner
(E:) - HL-DT-ST, DVDRAM GUETN  vASOO (0:2:0) v

USB Rescue Media options
[ Check for devices missing drivers on boot
[“]Enable Multi Boot (MBR/UEFT) - Recommended for your system.

Help Advanced Close 53
Label and save your rescue media
o Rescue media successfully created,
* You don’t need to create a new rescue drive
each time you backup. But after a major
update is a good idea.

Helen Smith
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Il 7. Check your backups \Rkorked

Backups generally work.

BUT If your backups don’t work, you don’t have a e
backup! '

55

How to test your backups

Check some files in the backup
Restore some files
Boot from ‘rescue media’

Perform an image restore — BUT STOP AT THE
LAST STEP

> w N e

56
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1. Check some files in the backup

a)

b)
)
d)

‘Mount’ the image backup as a new drive
(ie ‘pretend’ that the backup is a hard disk)

Explore the ‘drive’
Open a few files and check they look OK

‘Unmount’ or ‘Detach’ the drive when you
are finished.

57

2. Restore some files

a)
b)

c)

d)

Pick an important file on your hard disk.
Rename it.

Now restore the original from your backup, and
make sure it’s the same.

Repeat this for several files in different locations
to ensure the files you expect to be backed up
actually have been, and can be recovered.

58
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3. Boot from ‘rescue media’

a) Create an ‘emergency disk’ or ‘rescue media’

b) boot from the ‘emergency disk’ or ‘rescue
media’ to make sure it works.

c) Once loaded, make sure it can ‘see’:
o the backup you’ve created,

o the hard disk onto which the backup might be
restored.

59

4. Perform an image restore — BUT STOP AT THE LAST STEP

a) Follow the sequence to perform an image
restore BUT ...

b) Stop at the very last step. Do not actually
perform the restore.

(This assumes your backup strategy involves image
backups.)

60
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Why not restore the image?

» |t would be the only FULL test of the backup
process BUT

» |f it doesn’t work — you’ve possibly destroyed
what was on your hard disk

= |f we HAVE to use the backup ‘for real’ we accept
that risk

= |f we're just testing, that risk may be too great.

6l

When to test your backups

* Immediately after you set up your backup
strategy, ie after your first backup

= Regularly after — say every six months

= Keep an eye open to check that backups are
happening — frequently check your drive to
ensure the backup files are there

62

Helen Smith
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What if your backup test fails?

= STOP
» Fix the problem — depends on what it is

= Do it now —don’t put it off, because you don’t
have a backup!

Don’t panic!
Backups generally work

63
1.C k files in M ium fl
. Check files i acrium Reflect
2
File View Backup Restore OtherTasks Help
BLkup Restore Log
4 Restore Tasks Image Restore  File and Folder Restore
, o Elowse foLan moge st backup Be 1o Testoe rp Browse for an image file... o Refresh ‘B Folders to search
= Open animageorbckupﬁlemedows \> GPT Disk 1 [8F6384AB-5F65-4301-8A6C49E1BE2BC113] - HFS256G39TND-N210A 30200P10 «238.47 GB>
Explorer I g ™
5% 1-SYSTE! (Ne
« | Detach a backup image from Windows FAT32 (LBA) Pri|
i Explorer 0 z
b Other Tasks 2.1 M8 Backup Selection B
260.0 MB B
i g Details Select the Backup o Image that you wish to browse and associate a drive letter in explorer.
I AR ATIB A Sort by... \J» BackupDq File type: (@ Image Fil (O File and folder backup fi
. L H L 4|
Type: Differential ort by. Backup Dg (@) Image Files an er ba es
Date: 30/03/2021 6:00 PM ~y 643765EB4|| | Fr\C_privelmage\ V
& Folden F\Q
Type: Diffd Original location Backup Date Drive Letter Backup ID Capadity Useds
:3“°= o 363/30 [[Js»svstem  30/03/20216:00PM NJA 643765EB47S81A2C  256.0MB  27.1M
mage IU:
> [ s ST T T S436SEBATSSIAN  16.0MB  16.0M
~ 643765E 30/03/20216:00 PM  H: 7581A2C 236.60GB  163.17
2 Folder F\Q [ S <NoName> T00PM  NJA 643765EB47581A2C 841.0MB  442.20
Type: Diffq [ ] < RECOVERY 30/03/20216:00PM N/A 643765EB47581A2C  800.0MB  427.81 64
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* Backup Selection
f Select the Backup or Image that you wish to browse and assodiate a drive letter in explorer.
H
| File type: (@) Image Files (OFile and folder backup files
H:\ImageBackup\ v
Original location Backup Date Drive Letter Backup ID Capacity  Used Space Free Space File System Compression ™
I:, “s® SYSTEM 4/12/2018 4:47 PM N/A 2E96C535455F7CE4 256.0MB  25.7MB 230.3MB FAT32 (LBA) Medium
[ s chiodi Siaiatas-didl 2E96C535455F7CE4  16.0MB 16.0 MB 0B Unformatted Medium
% 05 (C:) 4/12/2018 4:47 PM I: 96C535455F7CE4  236.95GB 152.44GB  84.51GB NTFS Medium
L et e g 2E96C535455F7CE4 478.0MB  391.7MB 86.3MB NTFS Medium
I:] “s* RECOVERY 4/12/2018 4:47 PM N/A 2E96C535455F7CE4  800.0MB  427.6 MB 372.4MB NTFS Medium
D “e® SYSTEM 5/06/2018 8:04 AM N/A E48D82EQAAE13CSE 256.0MB  25.7MB 230.3MB FAT32 (LBA) Medium o
< >
[JEnable access to restricted folders
[[]Make writable. Note: Changes are temporary and will be discarded.
Help oK Cancel
65
[CRNY = | DriveTools I\ — ] X
Home Share View Manage o
1+ B > ThisPC » 0S() v & | SearchOS (I el
~ £ ~
[ This PC Name Date modified Type
_J 3D Objects SGetCurrent File folc
I Desktop Asus WebStorage 24/03/2018 12:40 . File folc
Y 23/06/2017 4:02 PM  Filefol
|| Documents eSupport 3 ile folc
Intel 23/06/2017 3:49PM  File folc
4 Downloads ) .
OneDriveTemp 4/12/2018 234 PM  Filefolc
b Music Perflogs 12/04/2018 %:38 AM  File folc
& Pictures Program Files 29/11/2018 12:01 File folc
H Videos Program Files (x86) 21/09/2018 11:30 File folc
e 0S(C) Progra /1172018 11:03 ...  Filefolc
DATA (D) Users 718 4:29 PM  File folc
- ]
. . /2018 11:41...  Filefol
- Seagate Expansion Drive (F:) n ’ HETOH
. Windows10Upgrade 25/02/2018 7:54 PM  File folc
== Seagate Backup Plus Drive (G:) o .
SWINRE_BACKUP_PARTITION.MARKER 26/02/2018 7:41 PM  MARKE
c raeBevalermelaaDa X =
9 vt N ) bdlog.ba 23/11/2018 3:44PM  Text Do
& os( > devist.bet 23/06/2017 436PM  Text Do v
Commatba Naclacia Rbca Rl I8N 5 ( )
18 items &=|
66
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‘Unmount’ the drive when you're finished

Open
Open in new window h
DriveTools  This PC Pin to Quick ]

a ¥
|
“ Computer View Manage 2 Macrium Reflect > Unmount Macriu D
& . A @, ThaPC » e Sy
A [~
< This PC

Restore previous versions

DATA (D2)
Bitdefender
= H

¥ 30 Objects -~ gy 7-Zip 5
Il Desktop CRC SHA >,
DVD RW Dr
Documents (00 ) 1 AxCrypt >
4 0 d -
i Pin to Start
te Ex
P Mg w 1 Zip and Share (WinZip Express)
= Pictures ~ f 1 WinZip
B Video Seagate B« Format...
da OS(C G)
 — Copy
<= DATA (D: - Py
- Seagate Expansion Drive (F) Seagate Bax Create shortcut
(H)
= Seagate Backup Pius Drive (G:) - ™
== Seagate Backup Phus Drive (H) Properties

@ osm : . .
$GetCurrent \. rlght click

67

Il g

What to do next \\

Get TWO (or more) external hard drlves each 3 x capacity of the

drive(s) you want to backup

Choose your BACKUP SOFTWARE
(Windows or Macrium Reflect)

Set up REGULAR IMAGE BACKUPS of your C drive
and SAVE OFFLINE

Consider setting up regular backups of other storage drives
Make sure you have a RESCUE DISK _
CHECK your-backups regularly

68
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My Backup Plan

= Now | know what to do, | can
» set up a backup plan and
« KEEP to it!

69

I ANY QUESTIONS?

Thank you for attending this -
U3A presentation / demo_nstration

70
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