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Security Audit

Doa..

SECURITY AUDIT

And see where you need to improve your security.

Why this session?

You may be aware of many of the risks to your online safety
BUT

» What are the most likely risks?
= How can you protect yourself?

= What should you focus on first?
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References

= Microsoft Digital Defense Reports 2020 & 2021

= Australian Cyber Security Centre (ACSC) Annual Cyber Threat Report
July 2019 to June 2020

= \Verizon Data Breach Investigations Report 2020

= SOPHOS 2021 THREAT REPORT: Navigating cybersecurity in an
uncertain world

= SANS Top New Attacks and Threat Report, 2021
= McAfee Labs Threats Report, November 2020

= The biggest mistakes people make with their passwords

Caveats

= Reports tend to focus on businesses rather than
individuals

» Many of the high-rated risks are probably not relevant to
us as individuals - | have “cherry-picked”.

= Reports such as that by Microsoft have an inherent bias
due to the way they collect data (eg via MS Defender
returns to Microsoft)
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Il Cybercrime is an Indust}\w // '

The cyber security landscape is constantly changing

» The‘bad guys’ are looking for the eas:est way to obtam an-
income ... So they adapt to where that is most I/kely

» Cybercrime is now an industry of its own WIth a budget
rivalling that of nation-states

» Cybercriminals occupy a role that may be at any level of the
/ndustry

Roles in cybercrime

Ransomware ta xonomy

Primary role Description

Develops Writes the malware
Deploys Sends phishing emails, deploys ransomware
Provides access Malware that loads other malware, or a group that sells access as a service

Manages/operates Leadership of a group (such as MAZE cartel membership) and/or function that
provides coordination (such as managing or operating a central extortion leak site)

Publicly reported A publicly reported connection exists
connection
Microsoft Digital Defense Report 2021 6
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Attacker for hire (per job)
” $250 per job (and up)
Other Services
Cont 5
chain vation

/ 7

e PC: $0.13 to $0.89
_— Mobile: $0.82 to $2.78

$100 to $1,000
M IF

\ Stolen username

| and password pairs
) ) $0.97 per 1,000 (average)
Denial of Service (Bulk: $150 for 400M)

$311.88 per month

Average prices of cybercrime services for sale

Ransomware Kits
/,. $66 upfront
Y // (or 30% of the profit / affiliate model)

P @ Compromised PCs/Devices

Spearphishing for hire

per successful account takeover)

Attackers for hire start at $250 USD
per job.

Ransomware kits are $66 USD or
30% of the profit.

Compromised devices start at 13
cents per PC and 82 cents per mobile
device.

Spear phishing for hire ranges from
$100 to $1,000 USD.

Stolen username and password
pairs begin at 97 cents per 1000 on
average.

Microsoft Digital Defense Report 2021 7
Il Common attacks we'll Igok at // '
Phishing & other malicious enﬁ':'ai/s
Ransomware
Data breaches

Helen Smith, U3A Nunawading



U3A Nunawading February 2022

Security Audit

\\
Il Threat 1: Phishing & other malicious emails

Phishing is a common way to get a foot in the door.
Be aware of the risks and learn how to identify phishing.

Ignore or delete all phishing — do not réspond in any Way'dnd
avoid opening phishing emails and messages if possible.

Phishing follows the issues of the day

= COVID-19! - Fear, Uncertainty
= Zoom calls

= Vaccines, RATs, masks ...

COVID-19-themed attacks: United States Microsoft Digital Defense Report 2020

COoVID-19

T —
Total enc

ounters
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Malicious email techniques

5 Lure Sender Email .. Delivery ..
Collection - o =
development infrastructure development via: File via: Link

Previous phish Current events Attacker-created Email header Cloud-hosted

Domain
sender spoofing file

impersonation
Purchasing list of Fake reply Infinite subdomain
email addresses Legitimate Encoded headers File container
service abuse
Impersonation Malformed URL
Reconnaissance of Hidden HTML Password-protected
specific targets Compromised attributes file URL redirector
Role-specific sender account
\ themes = URL shortener
Web-scraping Invisible characters Uncommon
Botnet file type
Use of CAPTCHA
Procedurally

generated image

Compromised domain

ATTACKER OBJECTIVES
DEVICE CODE AUTHENTICATION PHISHING CONSENT PHISHING INTELLECTUAL PROPERTY THEFT DISCOVERY / RECONNAISSANCE

EXTORTION FINANCIAL FRAUD CREDENTIAL PHISHING MALWARE EXECUTION

The digital journey of stolen credentials Microsoft Digital Defense Report 2021

Where do your stolen credentials go after
they are entered into a fake web page?

Fake web pages for phishing

Phishing pages look like valid web pages. Victims are lured to
the page and enter their credentials. Some criminal campaigns
are used for the specific purpose of harvesting credentials.

Kecass biokess . @ .

Stack ranking your credentials Lowest value credentials are Cybercriminals use your
sold in bulk on the dark web compromised account

Collecting password themes and
leveraging the latest password trends

Cybercriminals create email forwarding
rules in your email account
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CFEdentlal phlShlng Credentials = username + password
oO— 66— 66— 0— 0

Set up criminal  Send malicious  Entice victim Victim's Victim's data is
Infrastructure messages to click credentials sent to "drop
are stolen account”

- @ ? T E ==
Set up fake domains % Click sends victim " ==
or compromise to fake domain Victim inserts (=S ]

egitimate ones (spoofed site)

credentials into a Cybercriminals use
fake web form victim's credentials on

QGQQ other legitimate sites

@000 @j a ﬁ

Gather information on

potential victims Or, malware is
downloaded to Or, use them to gain
victim’s device to access to corporate

Microsoft D|g|ta| Defense RepOI’t 2020 gather credentials networks and data

13
Phish kits and credential harvesting
Phish kits: enabling credential harvesting at scale Microsoft Digital Defense Report 2021
Kit creator Dark web sales Kit buyer Independently Cybercrime
deployed kits economy

©® S| 4 BBE

i St
& Te—S + A @
e

(o[ GF-[ -

Original phish kit New collecti bt o
101010 + é r('?:::;]‘ hpid:;en ! ::«;;«:nicfc:?n M\_/]MM\_/] Original kit The sheer volume
ololol : : creator harvests of stolen credentials is
llect t 2 % I [%
loiolo soNecion ity MpsgN S;]ﬁ | all credentials fanning the flames of the
Phish kit Hidden cybercrime economy
code collection
account
Using Multi-factor authentication protects

against the risks associated with credential reuse
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How significant a risk?

Up until a few years ago,

focus to phishing attacks (~70%
with the goal of harvesting

user credentials.

cybercriminals focused their efforts
on malware attacks because they
provided the greatest ROI.

More recently, they've shifted their

Microsoft Digital Defense Report 2020

c ™~ Australian
Cyber Security
“ \) Centre

ACSC Annual Cyber
Threat Report - 2020-

2021.pdf

Helen Smith, U3A Nunawading

COVID-19
Phishing
Emails

Superannuation

Shopping
Scams

=

(7 '\ often take
v R = advantage of

COVID-19 themed malicious activity

Cybercriminals

topical situations
to benefit from
vulnerable victims.

- o
rrr

I
i
I
Cyber actors research
global trends and
emerging events along
with browsing social
networking sites to
identify potential targets
for malicious activity.
I
1
I

@

Cyber actors
socially engineer
messages, or
otherwise tailor
. their approach to o
conduct targeted
or widespread
campaigns.
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Il Threat 2: Ransomware

Cybercriminals often explore documents on the
target system to work out how much ransom to

demand before locking or encrypting the data

Ransomware

*Malicious cyber activity varies; the diagram below is one example of how cyber actors conduct
ransomware attacks against devices and systems.

(\ Australian
Cyber Security
_\ \.) Centre

ACSC Annual Cyber
Threat Report - 2020-

2021.pdf

Helen Smith, U3A Nunawading
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Cyber actors can
compromise and encrypt
sensitive fileson IT
systems, threatening to
release, block access to, or
delete the files unless a
payment is made.

The ACSC does not
recommend payment of
ransom demands. Paying
ransom demands does not
guarantee that files will be
unlocked, and may increase
the risk of being retargeted
in future.

*Note the ACSC is aware of cases
where payment was made, but the
decryption process took longer than
other recovery options available.

Precursor malware is often

deployed through phishing emails,

remote access, or by exploiting
vulnerabilities in applications or
software. The malware is then
used to deploy ransomware.

If a victim pays the ransom, the
cyber actor may provide a
decryption key to allow the
victim to unlock the files.
The actor may separately
demand a ransom to prevent
release of stolen data.

Once the cyber actor has
access to the victim's
systems, files may be

exfiltrated and encrypted.

I

Aransom demand is made,
indicating the amount to be
paid (almost always in the form
of untraceable cryptocurrency
such as Bitcoin) and deadline.
The actor may use other tactics
in an attempt to further extort
victims who do not pay.




U3A Nunawading

Security Audit

February 2022

Ransomware encounter rate (machine count): All customers

700M

600M

500M

400M

300M

200M 4/_&, e

100M —

A__#’-—'—_’_7

0
2018 2019 2020 2021

Microsoft Digital Defense Report 2021

Consumer

Commercial

Enterprise
SMB

Is ransomware a threat for individuals?

Helen Smith, U3A Nunawading

NEVER click NEVER open Backup
on suspicious suspicious your devices
links attachments regularly
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Avoid ransomware

Ransomware can infect your devices in the same way as
other malware or a virus. For example:

visiting unsafe or suspicious websites

opening emails or files from unknown sources
clicking on malicious links in email or on social media
downloading software from untrustworthy sites.

21

Common signs you may be a victim of ransomware:

pop-up messages requesting funds or payment to unlock
files.

you cannot access your devices, or your login doesn’t
work for unknown reasons.

files request a password or a code to open or access them.
files have moved or are not in their usual folders or
locations.

files have unusual file extensions, or their names or icons
have changed to something strange.

Check with your family first to see if they made any changes.

22
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Cybercrime —Microsoft key takeaways

= |dentity and password/phishing attacks are cheap, and
on the rise. Why would an attacker break in when they
can login?

= Distributed denial of service (DDoS) attacks are cheap
for unprotected sites—about $300 USD/month.

= Ransomware kits are one of the many types of attack kits
designed to enable low-skill attackers to perform more
sophisticated attacks.

23

Cybercriminals follow the money

= Australia is relatively wealthy
= We have high levels of online connectivity

= We are increasing delivery of services through online
channels

= This make it very attractive and profitable for
cybercriminals

24

Helen Smith, U3A Nunawading

12



U3A Nunawading February 2022

Security Audit

Il Threat 3: Data Breaches

Unlike the previous 2 attacks, this one
doesn’t target us directly.

However, the impact is just as severe.

Credentials (username + password &
sometimes other data) are stolen from —
websites we have an account with.

25

What is a data breach?

A data breach comes as a result of a cyber attack that allows
cybercriminals to:

» gain unauthorized access to a computer system or network

= steal the private, sensitive, or confidential personal and financial data
of the customers or users contained within.

With most data breaches, cybercriminals want to steal:

= npames, email addresses, usernames, passwords, and credit card
numbers.

= But they will steal any data that can be sold, used to breach other

accounts, steal your identity, or make fraudulent purchases with.
26
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Largest breaches

)1 Collection #1 accounts

1 Verifications.io accounts
> Onliner Spambot accounts

> Data Enrichment Exposure ’
From PDL Customer up

[ [

accounts

Exploit.In accounts
3 Facebook accounts

38 Anti Public Combo List

ME

Notable data breaches

Recently added breaches

/ RedDoorz accounts

5 BTC-Alpha accounts

ShockGore accounts

58 Open Subtitles accounts
2 Upstox accounts

7 Carding Mafia (December
2021) accounts
53 Aditya Birla Fashion and

Retail accounts

https://haveibeenpwned.com/ 27
dess ne '\ NRE jJanior Hw.’:‘.‘.‘f‘““m
o ] Accessed data dre¥
RESEARCH is exfiltrated omal
a STAGE ATTACK & SOCIAL EXFILTRATE back to attacker o
ENGINEERING
T"_ ,
sarvers .
—_—
! —
IID‘III”
1 -:, :::: — — 4 Database and e e rees
g‘.’ﬁz: y;‘ —= Parsanaly idenifabio infg ),
e crm.ru‘
INFRASTRUCTURE olhir >
Attacker looks for WEAKNESS
weaknesses he can session hycking Once the attacker maintains
exploit Lor access to the system, exfiltration

Attacker may need to keep staging can indefinitely proceed

attacks until the desired information

is obteined or the desired access to

the network is schieved ”I TREN

https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/data-breach-101 rcA

MALICIOUS DATA BREACH DIAGRAM
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What happens with the stolen data?

“Credential Stuffing”

» The “bad guys” try the stolen usernames and
passwords on multiple other sites

= |f a password has been reused, it may work!

29

Il Now we've seen the top risks ...

What do we need to do to keep Safe?

30
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Protect against Phishing

1.

w

N o ok

Be aware of scams — recognise scams, social engineering and phishing.
Don’t open links unless you’re sure they’re safe. Take care with social
media networks.

Enable multi-factor authentication when it’s available

Update devices and systems — turn on automatic operating system
updates

Use strong passwords or (better) passphrases
Use a different password / passphrase on each account
Don’t remember your passwords — manage them properly

Consider using a virtual private network (VPN) if connecting from an
insecure wifi 31

Count | point for
each one you do

6
7
8

9
10

Number of characters

11

12

HOW SAFE IS YOUR 7 o e et
PAsswo R D? for:

Other forms of cracking look

= Common passwords

Time it would take for a computer to crack a password with the

following parameters = Passwords that are easy to
guess:
At least one At least one
Lowercase letters At least one 4
only uppercase latter  UPPOICase leter +  uppercase ltter + = dog’s name,

INSTANTLY INSTANTLY INSTANTLY INSTANTLY

INSTANTLY INSTANTLY 1 MINUTE 6 MINUTES

= mother’s maiden name,

= kids’ names etc

SO I hshouRs * Any password that has been

R DAYS [ QS WEERR cracked before!
1 HOUR = 1 MONTH — 7 MONTHS — 5 YEARS
1DAY  — SYEARS — 41YEARS —— 400 YEARS The biggest mistakes people
3WEEKS — 300 YEARS —— 2,000 YEARS — 34,000 YEARS make with their passwords

businessaustralia.com

32
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oot Uti&)hm&il . @ ~28 BITS OF ENTROPY | | \JAS IT TROMBONE? NG S .
googooog TROUBADOR, AND ONE OF uggestion:
(Ngg%ﬁ) UmN . o THE Os WAS A ZERO? U &8 h
y b .
B ™ = / —— se an app such as:
= ZDASAT || SOME SWIBOL... .
TI"‘@U b4—d0r‘ &3 1000 GUESSES /seC APG2Go
gA T 7T v R e & e = Mantra
CAPS? r’ll%r o |NWERAL || R SR ; i
a 1 aoo
SuBSTITT mt ° o || oo o cvess: || ooy w reverees: to generate a starting point.
(moummmmme UL HARD
5 ONLY OVE OF A FeW CoMnon RRMATS)
i S B Modify as needed to include:
" upper case
correct horse battery stople || * npumbers
| - . —J L_I ,,'L,—‘*J (S I""’ -
?"E‘rwl"-i'! C :ﬁ,‘ﬁ;::vj"; LLﬁ_ﬁ ooooor ooooooooooo - .
\ e O eimimiie special characters
1000 GUESSES/sec
FOUR RANDOM /
COMMON WORDS R G D‘FF%T\TE > REMEMBER:
HARD MEMORYZED IT 13

L 0 N o U A WD

Protect against Ransomware |E=kEiE

1.

Update devices and systems — turn on automatic operating system
updates

Enable multi-factor authentication when it’s available

Backup data regularly

Regularly save a backup offline

Always run good anti-malware software

Restrict access to your devices with a keyboard lock

Reduce the chance of theft with a physical lock

Keep administrator privileges safe — use an “ordinary user” account

Turn on ransomware protection — if available
34
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Malware

= Viruses, trojans, worms, rootkits, spyware, bots, ...
= ‘Anti-virus’ software aims to trap all of these

= ‘Real-time’ operation relies on ‘sniffing’ out ‘fingerprint’
patterns in data — needs up-to-date ‘fingerprint’ data
from the anti-virus vendor

= Regular scanning of your computer to look for any
‘fingerprints’ not identified initially

35

Administrator accounts

o |nstall new software
o Change permissions on your computer

* You should avoid using an administrator account
for your day-to-day interactions

= Your computer uses an administrator account to:

36

Helen Smith, U3A Nunawading

18



U3A Nunawading February 2022

Security Audit

Protect against data breaches E=kEiEs

Use a different password for every online account
Use a strong password / passphrase (>12 characters etc)
Use multi-factor authentication when available

P w N R

Be aware of data breaches — subscribe to Have | Been Pwned for each
email account you own

5. When you are notified of a breach affecting you, change your password
for every affected account

6. Consider using a different email address for each account (eg Apple’s
hidden email facility)

7. Be aware of scams — don’t respond to spam in any way
37

H ave I Bee N Pwn Ed ? https://haveibeenpwned.com/

';--have i been pwned?

Check if your email address is in a data breach

10,594,333,080 113,969 199,574,616

Largest bre 3 Recently added br

38
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What to do if you're in a data breach?

= Act immediately — the bad guys have had a lot of time to
use your credentials

= Change your password for the account that was breached

» Change the password for any other account that used the
same or similar password

= Make sure you use strong passwords (>12 characters,
mixed alpha, numeric, special)

= Turn on 2FA if available for that account

39

If your email account is hacked

You'll find out about this in a different way:

= E.g. Your contacts get spam from your email address

WHAT TO DO:

= Act immediately! See: https://askleo.com/email-hacked/
for full details of what to do including:

» Try to recover your account
= Change your password

= Check your recovery information etc 40
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How did you go?

= Maximum score=7+9+7 =23

41

What do you need to know more about?

1. Scams 8. Anti-malware software (anti-virus)

2. 2FA 9. Physical protection for devices

3. Updating 10. Account privileges —admin vs user

4. Passwords and passphrases 11. Ransomware protection

5. Password manager 12. Data breaches and credential stuffing
6. VPN 13. Hidden email facilities

7. Backups 14.Spam

42
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Il SUMMARY

* Online risks keep changing — we need to keep aware

» Maijor risks are:
* Phishing
* Malware that ransoms your computer or stéals your
credentials =
* Theft of credentials fr’o:m'o'.nline accounts
* You can set up'autbmatic routines and develop habits
that protect yourself!

43

I ANY QUESTIONS?

Thank you for attending this
U3A presentation/ demon:Stration |

44
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