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Before it’s too late ...

BACKUP YOUR COMPUTER!
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A Step-by-Step Plan
to Back Up Your Computer

Prepare for the worst.

hounce hack from the inevitable,

Never lose data again
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using tools
of for free
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What we’ll cover

You can click the links on this page to go straight to a section

Part 1 - General

1. Some theory about backing up

2. Get prepared —what you need and why

Part 2 — Windows backup

3. Quick view of Windows 10 backup

Macrium Reflect backup overview and step through
Rescue disk overview and step through

Check your backups!

Summary and questions

- L P




Part 1. Theory

Suitable for ALL devices — computersf*fj;v including Apple -
phones, tablets etc. |

\




Why backup? 5 Ways to Lose your Data

1. Human error —e.g. accidentally delete files

2. Malware infection — e.g. viruses or ransomware prevent you
accessing your data

3. Hard drive failure — hard drives wear out! (Expected lifetime of
conventional hard drive is 3-5 years)

4. Disaster — fire, flood or theft destroys or removes your data

5. Data corruption — e.g. power surges, operating system errors ...

If you’ve got a backup you can recover your data



What IS a backup?

= ... a copy of a file or other item of data made in
case the original is lost or damaged

= Backups capture a point-in-time snapshot that is
then used to return data to its previous state.

= Any changes SINCE the backup will be lost!

It’s ONLY BACKED UP if there are THREE copies of the data!



3-2-1 Backup rule

= 3 copies of your data

= On 2 different media

......

= At least 1 copy off-site



2 TYPES of backup - IMAGE Backup

* Image backup

o a copy of:
= the operating system (OS)

= all the data associated with it, including the system state
and application configurations.

= The backup is saved as a single file that is called
an image.




2 TYPES of backup - FILE Backup

= File backup - copies of your (individual) files
on another drive in case something happens
to the originals.
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Recovering your computer — File Backup

Find all your original software incl OS
Install the OS
Update all drivers

Reinstall all software (incl registration codes!)

Recover your files from somewhere ... %

restore




Recovering your computer — Image Backup

= Find all your original software incl OS

= |nstall the OS

Update all drivers

Reinstall all software (incl registration codes!)

Recover your files




What am | protecting against?

Human error
Malware infection
Hard drive failure

Disaster

Data corruption




2. Get Prepared

What do | need in order to backup?




You need:

A. External storage, eg hard disk (how many,
what size?)

o Separate discs for Image and File backup is best
B. Backup software

C. A backup plan:
o what to backup

= how often to backui



A. External storage

| /2 /4 /5TB Drive,
USB powered Cloud service account
' ﬂ X D free may not be enough
8 — 512 GB Drive, eg OneDrive

Google Drive
USB powered Dropbox etc

05/1/2 /4 TBSSD,
USB powered

4 /6 /8TB Drive,

2 TB + Network Drive (NAS),
externally powered

externally powered




H oW Ia rgE? Leo Notenboom — [you need]

an external drive at least
three times as large as the

= agmount of data you expect to
back up.

Type

Total 1,167 GB (1.167 TB)
3 x = 3,501 GB (3.501 TB)



How many?

3 copies:

= 1 on computer

= 1 backup @home
= 1 backup offsite

» At least 2 backup disks
... or use the cloud?




Cloud “ backup” (Online File Synchronisation)

In addition to hard drive backups you could consider online backups,
eg:

= Microsoft OneDrive

= Dropbox

= Google Drive

= jCloud

These synchronise your files between the computer and the ‘cloud’
= not strictly backup, particularly if you delete files.

= usually an ongoing cost involved beyond a small free amount of
storage

= slower than a hard drive, but “offsite”
20



Cloud backup - Online File Backup

Real Online Backup options include:
= Backblaze (US$5 /month /computer)
= Carbonite (from US$6 / month)

" MozyHOome  (uses Carbonite)

" Suga rSync (from USS7.49 /month /unlimited devices)



B. Software — For Windows, either:

= Windows backup‘
o Built-in

= Windows 10 uses old Windows 7 version
= Windows 10 may discontinue in-built backup

= Macrium Reflect -
= Image backup in free version

= File backup needs paid version




Software — for Mac

= Time Machine is built-in

o External storage needs to be formatted as HFS+ or
APFS (OS 11)

(this is not the format the disks are normally sold in but Time
Machine will reformat for you)

= See how to backup:
= https://support.apple.com/en-au/HT201250



https://support.apple.com/en-au/HT201250
https://setapp.com/how-to/how-to-use-time-machine.apple.com/en-au/HT201250

C. A Plan—How often?

= Full backup each time?

= Alternatives are:

o Incremental — all the differences from the previous
full backup

o Differential — just the differences from last time



How much history?

= How far back do you need to go?
o What if you have malware you weren’t aware of?

= Want a file that you deleted a couple of months
ago?

= Generally, at least 3 earlier versions is good
= May mean you need larger storage!

25



Apple Time Machine

Time Machine creates Image backups
* Full backup plus
o hourly backups for the past 24 hours,
o a daily backup for the past month
o weekly backups for as long as there is space.

= The oldest backups are deleted to make space

https://eshop.macsales.com/blog/32972-time-machine-what-it-is-how-it-works-and-
how-to-use-it-with-your-mac/
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3. Let’s step through Windows 10

OK, that’s the theory |
Now, how do we actually do it? =

| =
1. Image backup of C drive | //
2. System repair disc o/

3. File backup of da ive




mage backup —step 1

Windows Update

Updaltes available

theckes: Teday, 151 M

Update & Security
svonductue Somp, - MECIA - 4

Windowe Upx

Wirdaws Security

Perseralatian
] 12" L T Troubleshioot
What's new
Frevovery .

r A

i & Larosos
Time & Largasge Activabon

Find my devdce

My v Fordewelopers
| et L acking fov info on the latest updates?

‘Wirdows Insiver Program arn more

Update & Se Felated links




1. Image backup —step 2

fmngt ! ’ Hi¢ Comtrel PeraliSyster and Security’ Backup erd Restore (diind ows 7)

T g Syula. Backup and Risbore..

M Home Backup

A Coarmtred Pare | Home Back up or restore vour Tl
[ Fred & veiting Back up using File History AR
Cack up yuur files 1o another diive and restocs them if the srgnals lj‘ Crpate a sypslem rmige ]

Update & Security are lost damagad, o deleted,

B Coeate a spstemn repair doe o s bup heas nect beer uet upn

Automatizally back up rg files

@ o

O Windowms Updaie
Windaws Security

Earku|
iH Looking for an older bac
ted a baskup Larag the KNP and Sasteen
Troublesthioot TSI SR TP TP

i [[Soretiaspmenincs

TR tion Back up your stull
Foud my daier

Far devebopers

Windows Insicer Program

Have a question?

Make Windows beller




1. Image backup — ste

" . d " -
1&| Create a system image 1K Create a system image

Where do you want to save the backup? Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. A systerm image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

A system image is a copy of the drives required for Windows to run. It can alse include additional
drives. A systern image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

’ ®) On a hard disk | (® On a hard disk
== Seagate Backup Plus Drive (D¢) 931.30 GE free

~ Looking for backup devices... F ~
(_)Onone ormere D ooxIng forbackup devices (_) On one or more DVDs

.

(0 On a network location

== DVD RW Drive (F:)

(O On a network location

Cancel Cancel




1. Image backup — step 4

} .
1M Create a systermn image

Which drives do you want to include in the backup?

The drives that are required for Windows to run will be included by default. You cannot include the drive

that you are saving the backup to.

Your backups are being saved on Seagate Backup Plus Drive (D:).

~N

- =
Drive

VistaO5 (C:) (System)
O .+ DATA (E)

- Windows Recovery Environment (Systern)

Total size

148.36 GB

139.28 GB

485.00 MB

Used space

94,25 GB
311 GB

398.56 MB

S

Space required to save a backup of the selected drives:

Space available on Seagate Backup Plus Drive (D:):

[ g,

94,64 GB
931.30GE

Cancel

mat 3 syThar image

Confirm your backup settings

Beckup location:

- Seagate Backup Plus Drive ()

The backup could tske up to 85 GB of disk space.

The foliowing dives will be backed up:

Vistas {C:) [Systern)

Windows Recovery Environment [Systern)]

This will probably take 40 + minutes,
depending on the amount of data and the

speed of your hardware

Cancel




1. Image backup —step 5

L

The backup completed successfully.

Create a system image

Do you want to create a system repair disc?

A sys t»:m rupalr disc can be used to boot your computer. It also
system recovery tools which can help you
ws from a serious error or re-image your computer
from a systemn image.

[ ] Don't show this ressage again

[_J mmmmmmmummj

Your system image has now
been created.

It is best to remove this drive
from your computer so that
the image backup cannot be

corrupted by malware etc.
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2. System repair disc —step 1

Create a system image
Do you want to create tem repair di Select a CD/DVD drive and insert a blank disc into the drive

A tem rEpair dizc can be used to boo ur computer. It alsa A system repair disc can be used to boot your computer. It also contains
chtains Windo EIM e ' tools whick helo vo Window em recovery tools that can help you recover Windows from a
contains Windows System recovery tools which can help you serious error or restore your computer from a system image,
recover Windows from a sericus error or re-image your computer
from a system image.
DVD RW Drive (E:)

[l Den't show this message again

[} -ﬂmmmmmmmumm'

Create disc Cancel

33



2. System repair disc — step 2

Select a CO/DVD drive and insert a blank disc into the drive

rstem repair disc can be used to boot your computer. It also contains
Windows system recovery tools that can help you recover Windows from a
serious error or restore your computer from a system image.

DWD RW Drive (E:)

System repair disc complete

You can use the em repair disc to access T reco
opticns that can help you recover your computer from a
SEMOUS ErTor,

Please label your disc with the following information:

Repair disc Windows 10 64-bit

34



3. File backup —step 1

@ Backup

Back up using File History
Back up your files to ancther drive and restore them if the originals
are lost, damaged, or deleted.

Auromatically back up my files
(@0 o

Looking for an older backup?
If wou created & backup using the Windows 7 Backup and Restore
tool, it still work in Windows 10,

up and Restore (Win

Back up your stuff

Get more info about backup

Have a question?

@ Backup

Gaack up using File His:mry)

Back up your files to ancther drive and restore them if the originals
are lost, damaged, or deleted.

Add a drive

Looking for an older backup?
It you created a backup using the Windows ¥ Backup and Restore
tool, it'll still work in Windows 10,

o to Backup and Restore 'Windows 71
Back up your stuff

et more info about backup

Have a question?




3. File backup —step 2

select Folder

2 Backup options

Overview cans and i
Size of backup: 0 bytes A5 NSEY

Total space on Seagate Backup Plus Drive (D) (D:): 931 GB -

Digital Lisgacy

Your data is not yet backed up. Incmla prt upla

& Nenphre

Back up now |
i Cnaliriew sefect Foider

I Thia FC
Back up my files

Every hour (default)

Keep my backups cons and i
o AELT HEDY
Forever (default) Ic

Digital Lsgesy

Incmis peF upia
i Deophro

Add a folder i Cnelirin

Saved Games e | Formily pibem

C\Users\Helen | Checsrrris falcer




3. File backup —step 3

& Backup options

@ Backup options

Overview
Size of backup: 0 bytes

Total space on Seagate Backup Plus Drive (D) (D:): 931 GB
Your data is not yet backed up.

Exclude these folders

+ Add & folder

Back up now

Back up my files

Every hour (default) -

Keep my backups

Farever (default)

Back up these folders
+ Add a folder

Family album

Back up to a different drive

You'll need 1o stop using your current backup drive before you add
a new ane, This won't delete any files from your current Dackup
drne,

Stop using drive

Related settings

> advanced settings

Restare files from a current backup

Have a question?




4. Let’s step through Macrium Reflect

An alternative to Windows inbuilt backup

A free version is available which is adequate. = -
Relatively easy to use. g
You can set up automatic backups. =

BUT -

Free version only allows image back ps, not file
backups




Download Macrium Reflect

»Macrlums . ~ allv] ¢ fin]> o

rything

US Custorny

Free Edltlon

Latest Relea

@!VI criumReflect7

verything
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Download step 2

~» Macriumsc

W Yourimage is everything

It is not necessary to enter an
email address.

If you do, look for the
download link in the email
you are sent.

We will not use this to communicate with you until you have indicated your preferences. We will YO U’ | | n ee d tO CI |C k th at I i n k
never sell or pass on your details to any third parties and you can unsubscribe at any time. fo r the d OWﬂ Ioa d tO Sta rt.

You can read more about how we protect your privacy

Close

40



Download step 3

Choose the location
where you want to
save the installer.

I’ve created a folder
(Macrium) inside the
Downloads folder

Click Save.

ile name: | ReflectDLHF.exe

+ Hide Folders




Install Macrium Reflect

Share

location where _ Tnewne e

Select none

yOU Saved the ’ N ) '7 R . € istory ert selection
Installer.

Find the W e

[ This PC (Debussy

P 30 Objects
[ Desktop

== Documents
@ Downloads
J‘.- Music

&= Pictures

B videos

Backup Plus
Seagate Backup Plus Dri

1item




Install step 2

Run the installer.
Either:

= Double click the app
OR

= Right click on the app
and choose ‘Run as
administrator’.

You will need to allow

Macrium to make changes

to your computer

Ch\Users\Helen\Downloads\Macrium

Application Tools

X =]

Clipboard
v <« Downloads » Macrium
A O Name
7 Quick access

Current Projects

webmaster

ate Backup Plus Drive (G:)
o Purchase

Titem  1item




2 Macrium Reflect Home - v8.0.6584 [UEFI]

File  View Restore Other Tasks  Help
=
QT @

Rescue Defaults Updates Help
Create Backups |~ Existing Backups =~ Logs
4 Create Backup Tasks Local Disks Definition Files Scripts Scheduled Backups

1 Image selected disks on this computer :_': Refresh

ml Create an image of the partition(s) required to
backup and restore Windows Q GPT Disk 1 [BF63B4AB-5F65-4301-8A6C-40E1BEZBC113] - HFS256G39TND-N210A 30200P10 <23847 GB>

[ﬂ Create a File and Folder backup

S& 1 - SYSTEM (None) 2R 2- (Nong) am 3-05(0) 2E 4- (None) S 5 - RECOVERY {None)
FAT3Z {LBA) Primary Unformatted Primany NTFS Primnary NTFS Primary NTFS Primary

4 Details || I | |
SYSTEM 5430 s e ferat P 805 Mb
{118338B2-251A-4BC9-BY0B-DBE4644B6§E55]

File Systern: FAT32 (LBA)
Free Space: 232.9 MB
Total Size:  260.0 MB

Start Sector: 2,043 GPT Disk 2 [F1FBF632-8781-4358-BFAZ-52F0521 2FBED] - HGST HTSTZ

Sefécted drive has

Il NTFS Primary

a blue line around e Image the selected disk
it rather than a

grey one y,

Actions... ™

-
.'_|| i i i s i i i
é Clone this disk. E ; Image this disk.

GPT Disk 3 [4D042EFS-1F08-45CE-B00A-T1BEDEFBEL6S] - Seagate Expansion Desk 0915 <728 TB>

Ea C h d rive Iette r % U= el 2 - Seagate Expansion Drive {F)

Unformatted Primany NTF5 Primary

. . |
may have more

1280 MB
1280 MB D

than one
‘partition’




Macrium Reflect

Disk Image - stores the information required to completely restore disks
(or their individual partitions) exactly as they were when
the image was taken. Will need software to restore it.

Disk Clone - creates an exact copy (bit to bit) of partitions to a different
drive.
For example, upgrading to a larger hard drive or moving

from a large magnetic hard disk to a smaller and faster SSD.

When you clone a hard drive, you can boot from the target
disk on the same system after cloning.

File Backup —not available in free version
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2 Macrium Reflect Home - vB.0.6584 [UEFI]

File View Backup Restore OtherTasks He

Y
@ @ &
Rescue Defaults Updates Help
Create Backups |~ Existing Backups =~ Logs

4 Create Backup Tasks Local Disks Definition Files Scripts Scheduled Backups

(| Image selected disks on this computer "‘; Refresh
Create an image of the partition(s) required to
backup and restore Windows Q GPT Disk 1 [EF63B4AB-5FE5-43D1-BA6C-40E1 BEZBCT13] - HFS256G30TND-N2104 30200P10 <23847 GB>
@ Create a File and Folder backup 1 - SYSTEM {Nong) =8 5. (None) =8 3. 050 23 4- (Nong) = G- RECOVERY {None)
FAT32 (LBA) Primary Unformatted Primary NTFS Primary NTES Primary NTFS Primary
4 Detsils || I | |
271 MB 160 MB 17204 GB 4472 MB 4328 MB
SYSTEM 2600 MB 160 MB 23660 GB 8410 MB 8000 MB
{118338B2-251A-4BC9-B90B-DB4644B68858)
Actions... ¥
File System: FAT32 (LBA)
Free Spacer 2329 MB
Total Size:  260.0 MB
Start Sector: 2,048

End Sector: 534,527

\d this disk... g Image this disk
{;‘ one this dis mage this dis

9 GPT Disk ? [FIFEF632-8781-4350-BFA2-52FOSZ12FBE0] - HGST HTST21010AES: 3)0 <93151 GB>
1- DATA (D)
O NTFS Primary

81152 GB
931.51 GB

9 GPT Disk 3 [AD042EFS-1F99-45CE-B00A-TIBEDEFBBASE] - Seagate Expansion Desk 0915 <723 TB> I m a ge t h e S e I e Cte d d i S k

1- (None) 2 - Seagste Expansion Drive (F)
[l Unformatted Primary NTFS Primary
1280 MB [] 7zm

1280 MB T28TB

9 GPT Disk 4 [3D3ETAD3-ASE3-47A5-B323-55122E5B6200] - Seagate Backup+ Hub BK D781 <364 TB>
1- (Nensg) 2 - Seagate Backup Plus Driv {G)
|:| Unformated Primary NTFS Primary

1280 MB
1280 MB D




Create a backup  Backup Definition Files  VBScript Files PowerShell Files  MS5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BF63B4AB-5F65-4301-BA6C45E1BEZBC113]
A
-

Disk Image
28 1 - SYSTEM (None) imz-

FAT32 (LBA) Primary Urfarmatd

. T Ef’! Select Source Drive(s) & Partition(s)

25,9 MB ¥
260.0 MB v
Source

Actions... v Location to store the image

GPT Disk 1 [ AB-CEES-43D01-BAGC-49E1BEZRCT13] — HFSISEGIOTHND-N210A 20000B10 <2358y GB >

Ei Clone this disk... E Image this dis Em 1- SYSTEM {None) 2 - {Nong) aR 3-05(C) _—3\: =m 4- (None) S 5 - RECOVERY (None)
= FAT32 {LBA) Primary formatted Pri MTFS Primary 7. MTFS Primarny NTFS Primary

GPT Disk 2 [FLFEFE32 87814359 BFA2-52F05212FE80] - zlﬂ o . F 45 &
. 2600 MB ¥ 236,60 GB

8410 MB £00.0 MB
1-DATA (D)

NTFS Primary

I - Browse for location here

825.18 GB
931.51 GB

Total Selected: 172,94 GB

Destination

{®) Folder ‘H:'\C_drive_image_ZDZI—lz'l, [

GPT Disk 3 [303E7AD3-ASEI47AS-BI23-58122ESEE20D]
-

Alternative locations

1- (MNone) () CD/DVD Burner \é (E:) -HL-OT-5T, DVDRAM GUEIN  wASDO0 (0:2:0)
Unformatted Primany

N | Leave this empty
I 5-<- i< Nane — E
}g:g:g Type '{ for parameters H:\C_drive_image_2021-12\{IMAGEID}-00-00. mrimg for defaUIt name

& Advanced Options < Back




Create a backup  Backup Definition Files  VBScript Files

Powershell Files  MS5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BF63B4AB-5F65-4301-8A6C4SE1BEZBC11T
L

28 1-SYSTEM (None)
FAT32 (LBA) Primary

26,9 ME v
260.0 ME

H- R
Unformaty

Actions... *

F Clone this disk...

o GPT Disk 2 [F1FBF632-8781-4355-BF A 2-52F05212FBSD] -
»

.

@ Image this di

1- DATA (D3}
MTFS Primary

825.18 GB
931,51 GB

a GPT Disk 3 [303ETADI-A6E3-47AS-BI23-55122ESEE20DY
¥

1- (None)
Unformatted Primary

128.0 MB
128.0 MB

Disk Image

Edit the Plan for this Backup

1. Select a Template for your Backup Plan

MNone

2. Add/Edit Schedules

Backup Type Schedule

(%) add schedule

Full
f

Incremental

Differential

Incremental

[JRun the purge before backup.

&7 Edit schedule

@ Delete Schedule

ng backup sets in the target folder

R

Create a Synthetic Full if possible ]

Purge the oldest backup set{s) if less than | 5 | GB on the target volume {minimum 1GE)

& Adwvanced Cptions

Help




Create a backup Backup Definition Files  VBScript Files  PowerShell Files  M5-DOS Batch Files  Scheduled Backups

O Refresh

%8 1 -SYSTEM (Non)
FAT32 (LBA) Primary
26,9 MB

260.0 ME

im 2- (ng
Unformatted

16.0 MB
1.0 ME

Actions...

F Clone this disk...

GPT Disk 2 [F1IFBF632-6781-4355-BFA2-52F05212FE80] - H
-

@ Image this disk

1- DATA (D)
NTFS Primany

829.18 GB
931,51 GB

GPT Disk 3 [3ID3ETADI-AGEI-4TAS-BI23-59122ESBE20D] -
»
-

1- {Nans)
Unformatted Primary

128.0 ME
128.0 MB

GPT Disk 1 [6FE3B4AB-5F65-4301-8A6C45E1BE2BC113] - HES256GISTND-N210A 30200P10 =238.47 GB=
-

L L
| D@ Edit the Plan for this Backu

Schedule
1. Seleg

i Full

Mong

2. Add/

Choose your settings for
automatic backup

Bad Bfequency

Maonthly

() Weekly

() Daily

() Intra-Daily

() One Time Only
CI On Event

&

Settings
@ Ewery
() Day

Of monthi(s)

Start Time

Start Date

1

January
April
July
October

~

~ | | Manday -

March
June
September
December

February
May
August
Movember

|EI‘3:DI:I

-
-

l21/02/2022

Ed

/

Or
[

Conditions. ..

l Cancel

Advanced Options

MNext >




Create a backup Backup Definition Files  WBScript Files  PowerShell Files  M5-DOS Batch Files  Scheduled Backups

O Refresh

GPT Disk 1 [BFE3B4AB-SFES43D1-BASCASEIBEZECILY Disk Image
-

28 1- SYSTEM (None) IRz-

Here’s your scheduled backup.
FAT32 (LBA) Primary Unform Edit the Plan for this Backup . .
m ) You can add more if you wish

26,9 MBE g
e 1. Select a Template for your Backup

Mane

Actions... v

F Clone this disk... E Image this d Backup Type Srhedule

Full At 3:00 AM on the ﬁrst n of every month, starting 21/02/2022
GPT Disk 2 [FIFBFA32-8751-4355-BF 4 2-52F0521 2FEED]
-

1- DATA (D2}

NTFS Primary
I
(%) add scheduie &7 Editschedule Yeu can change the .

531,51 G
3. Define Retention Rules defaUIt number Of
Apply retention rules to matching backup sets in the target folder b a C ku p S ke pt )

Ful Keep |12 Backu

GPT Disk 3 [3D3E7ADI-ASE3-47TAS-E323-58122ESEE20D) [ pifferential s i - I Loiiis OIdeSt baCkupS WI” )
£ (ere Clincrementa ) =] - be deleted if not

Unformatted Primany

. 17
[Jrun the purge before backup. enough room.

128.0 MB
128.0 MB

Purge the oldest backup set{s) if less than | 5 GE on the target volume {minimum 1GE)

& Advanced Options Help < Back [ cancel




Create a backup  Backup Definition Files  VBScript Files  PowerShell Files  M5-DOS Batch Files  Scheduled Backups
O Refresh

GPT Disk 1 :SFG}EA-AB—5F65-43D1-5.°.-E-C4‘3E1E-E1E-C11=
&

2% 1 - SYSTEM (Nore) e Check your plan

FAT32 (LBA) Primary Unformsl  Imaging Summary

| L

26,9 ME 16.0 ME T\ Auto Verify: N

I HElln S Werify File Systern: Y
Maximum File Size: Automatic
Cormpression: Medium

Password:
F Clone this disk... B Image this ¢ Intelligent Copy:
- Power Saving:
Email On Success:
Email On Warning:
1- DATA (D3) Email On Failure:
NTFS Primary Total Selected: 172.94 GB

.. Current Time: 21/02/2022 5:0%:52 PM

829,18 GB
531,51 GE Schedules

Actions... =

GPT Disk 2 [FIFBF632-8781-435%-BFA2-52F05212FESD]
&

Full - At 9:00 AM on the first Mon of every month, starting 21/02/2022

Retention Rules
Rules will be applied to all matching backup sets in the destination folder

GPT Disk 3 [3D3E7ADI-ASE3-47A5-B323-55122E5B820 Retain 12 full backups
. b Linked incremental and differential backups will also be deleted

1- (Mon=)
Unformatted Primany k

}ig :E Free space threshold: Delete oldest backup sets when free space is less than 5.00 GB

Purge will run after the backup

& Advanced Options Help




= | H:\ImageBackup

Home Share View

v <« Seagate Backu.. » ImageBackup w Search ImageBackup

Backup Save Options

S
]

i@ Onelrive Name

2 12CBEOCE22FBFOOD-00-00.mrimg
A y W WY = This PC '
What do you want to do now: is (@ D30F73436C453F15-00-00.mrimg
§ 30 Objects

2 E48DE2E0AAETICSE-00-00.mrimg
I Desktop

E F13B6C0645632C33-00-00.mrimg
Save as an XML Backup Definition File &l Documents
4 Downloads

Fun this backup now

The saved Backup Definition enables you to quiddy rerun this

configuration ) Mussic

Pictures
Videos
05 ()
C:\Users\Helen2\Documents\Reflect\C_Image. xml DATA (D)

Enter a name for this backup definition.

| C_Image]

Seagate Expansion Drive (F:)

Cancel Seagate Backup Plus Drive (G:)

Seagate Backup Plus Drive (H:)

4 items




‘ChlserstHelen\ Documents\ Reflect\C_lmage.sml’

Uperation 4 ot b
Hard Disk: 1
Orive Letter: MAA
File System: MNTFS
Label:
Size: 478.0 MB
Free: 81.0 MB
zsed: 3570 MB

Operation 5of 5
Hard Disk: 1
Drive Letter: MAA
File System: NTFS
Label: RECOVERY
Size: 800.0 MB
Free: 3671 MB
lsed: 4325 MB
Starting Image - Tuesday. December 04, 2018 16:47-25

Initializirng
Write Method: Ising File System Cache
Destination Drive: Seagate Backup Plus Drive (H:) - Free Space 626.31 GB
Image Guardian: Protected
Free space threshold:  Delete oldest backup sets when free space is less than 5.00 GB
Creating Volume Snapshot - Please Wait

Cverall Progress: Creating Snapshot, Please Wait...

]
Current Progress: 0%
Ilz'?igri ty I E;ignl-;ity On completion | Mo Shutdown Hide

Time remaining:

Time remaining:

[}
i

T
o




| Macrium Reflect
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5. Create Rescue Media

Rescue Media - CD, DVD, or USB stick that you would
boot from in order to restore from your image.

Note: The Image backup isn’t a direct copy of your
C: drive. It’s just a copy of the contents, but not
setup to boot from.
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Format your USB drive then build a rescue disc

Format USE Drive (1:)

Capacity:

Allocation unit size

40596 bytes
Restore device defaults

Volume label
Format oplions

Quick Format

2 Macrium Reflect Home - v 584 [UEFI]

jew Backup Restore OtherTasks Help

CHONEO,

Rescue Defaults Updates Help
Create Backups = Existing Backups = Logs
4 Create Backup Tasks
Image selected disks on this computer

Create an image of the partition(s) required to
backup and restore Windows

-
B

@ Create a File and Felder backup

Details

SYSTEM
{118338B2-251A-4B(9-B90B-DB4644B68858}
File System: FATZ

Free Space:

Total Size:

Local Disks

Lefresh

Actions... *

—

Definition Files

£t Clone this disk...

—




3 Macrium Rescue Media Builder - Home 64-Bit

g 4
File Legs HE|FI
Rescue Media Settings
Windows PE:

Macrium Reflect:
Status:

Select Device

USE Hard Drive

Window
Home 84-B
0K

Seagate Expansion - H: Seagate Expansion Drive - 1.82TB

USB Hard Drive

- Unsupported Disk

Seagate Backup+ Hub BK - G: Seagate Backup Plus Drive - 3.64 TB - GPT format is not
supported

Removable USE Flash Drive
SanDiskCruzer BElade - I: - 29.25 GB

USB Rescue Media options

Check for devices missing drivers on boot

Enable Multi Boot (ME

JUEFI) - Recommended fo

Advanced
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Label and save your rescue media

= You don’t need to create a new rescue drive each
time you backup. But do it:

1. When you first set up backups
2. After a major update is also a good idea.
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AN

6. Check your backups \&prked

Backups generally work.

BUT If your backups don’t work, you ddn t have a
backup! \\\\ /




How to test your backups

Check some files in the backup
Restore some files
Boot from ‘rescue media’

Perform an image restore — BUT STOP AT THE
LAST STEP

= W N
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1. Check some files in the backup

a) ‘Mount’ the image backup as a new drive
(ie ‘pretend’ that the backup is a hard disk)

b) Explore the ‘drive’
c) Open a few files and check they look OK

d) ‘Unmount’ or ‘Detach’ the drive when you
are finished.

See https://www.howtogeek.com/226436/how-to-mount-a-macrium-reflect-backup-

image-to-retrieve-files/ for a tutorial

6l


https://www.howtogeek.com/226436/how-to-mount-a-macrium-reflect-backup-image-to-retrieve-files/

2. Restore some files

c)
b)

c)

d)

Pick an important file on your hard disk.

Rename it.

Now restore the original from your backup, and
make sure it’s the same.

Repeat this for several files in different locations
to ensure the files you expect to be backed up
actually have been, and can be recovered.
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3. Boot from ‘rescue media’

a) Create an ‘emergency disk’ or ‘rescue media’

b) boot from the ‘emergency disk’ or ‘rescue
media’ to make sure it works.

c) Once loaded, make sure it can ‘see’:
o the backup you’ve created,

o the hard disk onto which the backup might be
restored.
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4. Perform an image restore — BUT STOP AT THE LAST STEP

a) Follow the sequence to perform an image
restore BUT ...

b) Stop at the very last step. Do not actually
perform the restore.

(This assumes your backup strategy involves image
backups.)
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Why not restore the image?

= |t would be the only FULL test of the backup
process BUT

= |fit doesn’t work —you’ve possibly destroyed
what was on your hard disk

= |f we HAVE to use the backup ‘for real” we accept
that risk

= |f we’re just testing, that risk may be too great.

65



When to test your backups

= Immediately after you set up your backup
strategy, ie after your first backup

= Regularly after — say every six months

= Keep an eye open to check that backups are
nappening — frequently check your drive to
ensure the backup files are there
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What if your backup test fails?

= STOP
= Fix the problem — depends on what it is

= Do it now —don’t put it off, because you don’t
nave a backup!

Don’t panic!




1. Check files in Macrium Reflect

-
ra

File View Backup Restore Other Tasks

24

r— Browse for an image or backup file to restore
0

Help

4 Restore Tasks

Detach a backup image from Windows
Explorer

[+ Other Tasks

F] @ Details

ID:  643765EB4T581A2C
Type: Differential
Date: 30/03/2021 &:00 PM

Image Restore  File and Folder Restore

O Refresh

' D Browse for an image file..,

%
& Folders to search

3 GPT Disk 1 [SFE3B4AB-EFE5-4301-BASC4SEIBEZBC113] - HFS256GISTMO-N2104 30200P1D =238.47 GB=
“
L3

1- SYSTE
FAT32 (LBA) Pri

Sort by... Js Backup Da

643765EB4
Folder: FAQ
Type: Diffé
Dates 30/0
Image ID: 6437

643765E 5
Folder: FAQ
Type: Diffe

Backup Selection

Select the Backup or Image that you wish to browse and assodate a drive letter in explorer.

File type: (@) Image Files

F:\C_DriveImage),
Original location Backup Date Drive Letter

[ | = svsTEM  30/03/20216:00PM  N/A

() File and folder backup files

Backup ID
B643755EB47581A2C

M e e T
os (C:)  30/03/20216:00 PM

array

843 765EB47581A2C
64375 7581A2C

[ ] % <No Name= W03 202 000 B

643765EB47581A2C
6543765EB4758 1A2C

Capacity
256.0 MB
15.0 MB
236.60 GB
841.0 MB
500.0 MB

o

Used & ™
27.1M
16.0 M
163.17




Backup Selection

Select the Badkup or Image that you wish to browse and assodate a drive letter in explarer.,

File type: (@) Image Files () File and folder badkup files

S

H:\ImageBackup!,

Capacity Used Space  Free Space  File System Compression *

Criginal location Backup Date Drive Letter Backup ID
|:| S SYSTEM 4/12/2018 447 PM M/A 2E95C535455F7CE4  256.0ME 25.7MBE 230,33 MEB FAT3Z (LBA) Medium
MRL SRER NaTw R T=RE O b =] I A 2E90C535455F7CE4 16,0 MBE 16.0 MB OB Unformatted  Medium

e 05 () 4/12/2018 4:47 PM I:>2E96C535455F?CE4 236,95GB 152.44GE  84.51GB Medium
w e MfA 2E96C535455F7CEY 478.0ME 3891L.7MB 5.3 MB Medium
|:| % RECOVERY 4/12/2018 4:47 PM MfA 2E96C535455F7CE4  300.0MEB  427.6 MB 3724 MB Medium
|:| e 5YSTEM 5/06/2018 3:04 AM A E4GD32E0AAE13CSE  256.0ME  25.7ME 230.3 MB FAT32 (LBA) Medium

Lo |

£

[ ]Enable access to restricted folders
] Make writable. Mote: Changes are temporary and will be discarded.

Cancel




- Drive Tools

Home Share View Manage

4+ > ThisPC » 0S()

£ This PC
J 530 Objects
I Desktop
%| Documents
“’ Downloads
J’.‘ Music

| Pictures

ﬁ Videos

e 05(C)

- DATA (D:)

= 2eagate Expansion Drive (F)
= 2eagate Backup Plus Drive (G:)

O ] L Ol e
e LN o -

@ os )

| P R [ R 5 I S A

18 items

[

v |
Mame

SGetCurrent

Asus WebStorage
eSupport

Intel
OnelriveTemp
Perflogs

Program Files
Prograr Files (x86)

ProgramDatg

Search 05

Date modified

25/02/2018 7:53 PM

M ,-\..-\..-Enlﬁ |'f|“"

23/06/2017 402 PM
23/06/2017 3:49 PM

4/12/2018 2:34 PM

- p A -\.Alan-la.r.l
S S s il

19/11/2018 12:01

Llsers

In
Windows10Upgrade
SWINRE_BACKUP_PARTITION.MARKER

=| bdlog.tt
devlist.tet

0/11/2018 17:41 ..,
/02/2018 7254 PM
6/02/2018 T:41 PM
3/11/2018 3:44 PM

13,/06,/2017 4:36 PM

Type

File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
File folc
MARKE
Text Do
Text Do

]




‘Unmount’ the drive when you're finished

Open in nev

Pin to Quick

Unmount Macrium Image I

Restore previous
4 This PC : Bitdefender
P 30 Objects : 7-Zip
B Desktop CRC SHA
DVD RW Dr

Documents AxCrypt

Pin to Start
Seagate Ex
z';,";mf Zip and Share (WinZip Express)
Pictures : WinZip
Videos
e Seagate Bag Format.
5(C) (G2)

[ei—rs] Copy
DATA (D2)

Create shortcut

Seagate Expansion Drive (F:) Seagate Ba¢

_ (H:) Rename

Seagate Backup Plus Drive (¢ R —

Seagate Backup Plus Drive (H = Properties




7. What to do next

1. Get TWO (or more) external hard drives — each 3 x capacity of the
drive(s) you want to backup

2. Choose your BACKUP SOFTWARE
(Windows or Macrium Reflect)

3. Set up REGULAR IMAGE BACKUPS of your C: drive
and SAVE OFFLINE

4. Consider setting up reqgular backups of other storage drives
5. Make sure you have a RESCUE DISK
6. CHECK your backups regularly
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My Backup Plan

= Now | know what to do, | can
 set up a backup plan and
- KEEP to it!



ANY QUESTIONS ?

Thank you for attend g this

U3A presentation / demonstration
// .




