U3A Nunawading October 2022

Optus Data Breach

Secure yourself after

THE OPTUS DATA BREACH

Structure of this session

1. What happened and were you affected?
2. What are the main risks?
3. How to protect yourself
a) Passwords & 2-factor authentication
b) Lock your SIM card
c) Change your driver’s licence, passport, Medicare card?
d) Freeze your credit
e) Keep a watch —on bank accounts and email addresses
4. If you do become a victim ...
5. Scams noted so far
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Sources

* How to respond to a data breach notification from the
Office of the Australian Information Commissioner

e Optus data breach scams from Scamwatch

» A step-by-step guide from experts at Macquarie and
Western Sydney Universities

I M. What happened?\\i?:\_

" Optus announced on September 22 that identifying
details of up to 9.8 million customers were stolen from
their customer database.

" The details, dating back to 2017, include names, birth
dates, phone numbers, email addr_esSes, and — for some
customers — addresses and driver’s licence or passport
numbers. =

" Around 10,000 customer details were posted on the

_“dark-web”
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Update from Optus about your ID document number =]

Inbox x _U3Aloptus breach x

Optus <noreply@e.optus.com.au> 50ct2022, 1252 (5daysago) ¢ v Reply

Were you affected? ¢ ™

OPTUS

= |f you were affected
you should have
had an email from ID document number
Optus stating what
information of
yours was stolen.

Update about your

Dear Customer,

We recently communicated to you that your personal information has been exposed
during the cyberattack on Optus

u M y d rive r I i Ce n Ce During further analysis as part of our ing il igation, we can firm that

the licence number on your Driver Licence was exposed. Please note, a copy of

n u m b e r Wa S your Photo ID was not exposed.

Please go to vicroads vic.gov.au for mare information and to repert that your Driver

”ex p o S e d ” Licence has been exposed by filling out the online form on their dedicated Optus
Cyberattack page. If you've already reported the exposure to VicRoads you do not need
to re-submit your details.

{~ iaf 1 bt thi idaat L 4 ’ hacattack

How do you know this is legitimate?

Update from Optus about your ID document number
» Check that the sender Inbox x _UaAlptus resch x

is actually Optus

Optiif <noreply@e.optus.com.au> 50ct 2022, 12:52 (S days age) Y

u See Optus adVice at f Optus <noreply@e.optus.com.au>
to:  noreply <reply-

htt PS ://www.optus.com . o fe501678736c027d7clc-
288_HTML-491479985-6201477-
au/support/cyberattack

8014@email.optus.com.au>

-

helengsmith@gmail.com
5 Oct 2022, 12:52
t:  Update from Optus about your ID
document number
st:  <6184692.xtlocal> Filter
messages from this mailing list

bounce.email.optus.com.au
:  e.optus.com.au
B Standard encryption (TLS)
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What does Optus know about you?

Important netification: Optus has experienced a cyberattack. Learn more. X

. For You For Business For Enterprise About Us QPTUS p Contact Search 3 Cartf] & Login
= L to Opt
ogin to us

Shop v Mobile Homelnternet & nbn™ Prepaid 5G Smart Spaces SubHub  Living Ne
My Account
.
to fl n d O u t OptusNet Emall

Keeping you updated

If your data was exposed and we advise you to take
action, we've either contacted you directly or are

finalising next steps with the authorities.

Z] Q) = O

IPad & Smart Home Portable Cases, Avudlo
Tablets ‘Watches Internet & Modems & Chargers
nbn

My Profile shows some of the data

v ReeouNT OPTUS Qsearcn goasr @
So Optus knows: e ey STy Teelomn
= Date of birth
* Phone number (not  Hello HELEN, More options
with Optus) et ot S (Bt iormces 2

uuuuuuu

= My Gmail address

= My Optus email & Accountpermissions
» My postal address it Brosteosns >

Doesn’t ShOW: Date of birth

=  Driver’s licence etc E—

Change
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Il 22 . What are the main risks?

The leaked information may make it'\easier for scammers
to:

» send you plausible-looking scam messages
= call you and address you by your name
= attempt to ‘port’ your phone n_u_mbe'r'

= pretend to be you - ‘Identity theft’

Plausible-looking scam messages

= Using the Optus breach as a reason to offer
you a service or threaten you

" Including your name in the message — most
scam messages don’t do this

v' Check the sender address is real.

v’ If in any doubt, contact the organisation using
a number you find for yourself.
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Call you and address you by name

» Scam callers often don’t have your name

» Breached accounts have provided scammers with
lists of names and phone numbers

= Scammers may now be able to use the breached
information to sound more legitimate

v' Hang up and call the organisation using a number
you find for yourself.

Attempt to “port” your phone number

= Also called “SIM swapping”

= While there are rules for porting that should prevent it,
this still happens.

v If you lose connection, investigate URGENTLY

v' Set up 2-factor authentication on your Optus account -
See https://www.optus.com.au/connected/news/get-
ready-for-multi-factor-authentication

v’ Consider asking Optus to lock your SIM card
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Pretend to be you — Identity theft

If the ‘baddies’ have enough information they can pretend
to be you and:

= Access your bank or superannuation accounts
» Purchase goods in your name with your card
» Take out loans in your name etc

Prevent this by:

v Checking your credit rating

v' Freezing your credit

=B . How to protect yourself

a) Use strong passwords & 2-factor authentication on all
your important accounts — including your email
account(s)

b) Lock your SIM card to your provider so your number can’t
be ported

c) Freeze your credit with the credit rating organisations

d) Change your driver’s licence, passport, Medicare card if
you believe these have been accessed

e) Keep a watch —on bank accounts and email addresses
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&) Strong passwords

UNIQUE — a different password for EVERY account
LONG — at least 12 characters, 16 or 20 is better

UNPREDICTABLE — not your kids’ names, dog’s name, birth
dates or anything about you

REMEMBERED SAFELY — Password Managers are best, but
written down in a book is fine if kept safe

EASY TO TYPE / READ — Passphrases are much easier to use
than Passwords. Think “Correct Battery Horse Staple
rather than “DP69TTMTde;+WvVE”

”

Generate passwords, don’t make them up

My password manager (1Password)
= e use | allows me to choose either:

mournful-monkey-russian-PUNCTUAL u Passwords (random) Or

P = Passphrases (memorable —min 3
Random Password WO rdS)

Memorable Password

Some websites don’t allow long
- passwords - use random passwords
O for these.

PIN Code
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How do you generate a good password?

= Use an app —one that doesn’t connect online

random passwords

DiceGen generates passPHRASES which are
longer and now considered more secure

Password Generator X generates ‘old-style’

Password generator apps

4:43 ol il - 3

® Password Generator X @
DiceGen
Lower Case: ()
Panic.Breed@.F
east Upper Case: C
18 characters Numbers: ()
Generate Passphrase Special Symbols: ()

Copy to Clipboard
Brackets:

OPTIONS
Password Length:

3 words

Capitalize words [\ @)
Include random number ()
Include special character

Word separator Dot

Word List  EFF Short Words

Adjust for the site as
needed

Write your password
down! Don’t try to
remember it, but
store it safely

If it’s a safe password
you don’t need to
change it unless it is
stolen

Helen Smith
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How do you know if your password is stolen?

Breaches you were pwned in

';--have i been pwne

Check if you have an account that has been compromised in a data breach

helengsmith@gmail.com pwne: |

Oh no — pwned!

Strongly recommended that you:

= Check your email address(es) on this site
haveibeenpwned.com

= Register to be notified of any new
breaches

&)

Pwned Passwords

Pwned Passwords are 555,278,657 real world passwords previously exposed in data breaches. This exposure makes them unsuitable for
Pa SSWO rd 1 ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as well as being
downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

N -

Oh no — pwned!
This password has been seen 116,789 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before, change it!

NIST's guidance: check passwords against those obtained from previous data breaches

20
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&) 2-factor authentication (2FA)

¥ 4 @ 10:08

ﬁ

login

name

password

,,,,,,,,

lo—)

2-STEP AUTHENTICATION

It has survived not only five centuries, but also

the leap into electronic typesetting, remaining
essentially unchanged,

your SMS code:
4l 24-55-14-20

2-factor authentication -
adding something you HAVE |
to something you KNOW

‘Flavours’ of 2FA

SMS Apps Physical devices
wil Telstra & 12:05 pm 9 73% )
< O Google Authenticator
Verify > Google LG Tools
12 D‘ELCM2.(')J‘IL£Q;3; pm =
Avos
Your security code is .
029144. Happy ou can share this with yourfamiy. Leam more
Dropboxing! —
Tue, 18 Sep, 10:13 pm Authy 2-Factor Authentication YUBIKEY(S.NEG
Use 1206048 as "N
Microsoft account & You dorit heve sy devion
security code [P
Mon, 11 Feb, 10:03 am q
Your Linkedin Microsoft Authenticator
verification code is n Microsoft Corporation  Business
708697. 5
" A You dont have any devices
& O ()

L OO - ¢ — 2
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Do | have to do this EVERY TIME?

= Most systems allow for trusted devices
= 2FA is not required on a trusted device

= trust applies to ONE web browser on ONE computer.

o |f you mark ‘trust this device’ in Chrome on computer A,

you will still need to enter the code:
" in Firefox and Edge on computer A.

= in Chrome on computer B.

23

SO — change your Optus password

Important neotification: Optus has experienced a cyberattack. Learn mor

= Login to Optus

Keeping you updated

If your data was exposed and we advise you to take

action, we've either contacted you directly or are
finalising next steps with the authorities.

Helen Smith

October 2022
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= |'musing my
password
manager to

fill the

password

Optus login ...

For You For Business For Enterprise AboutUs QPTUS

remember and

username and

Important netification: Optus hos experienced a cyberattack. Learn more.

Log in to My Account

Manage your Optus account, view and pay your bills, check your usage and
message us in My Account

Q Search 'y Cart

Optus MyAccount

usnetc...

yey' Optus Webmai

Forgot password?
Log in

How to register

When you first joined Optus, you would've received an email to verify your
email address and set up an online account. Can't find this? Provide your

& Login

[ ]

Optus

725535is ,~rone-
time code to acces-
your account. Don't
share your code with
anyone except an
Optus expert.

Your code expires in 10
mins.

Didn't request this? To

help secure your
account please call us
on Monday -
Friday: 9AM - 6PM,
Saturday: 9AM - 5PM
(AEST) or at

2-factor authentication

OPTUS

Verify your one-time code

We've sent a code to your mobile number (******1139)

|7ﬁz:t-;: your &6-digit one-time code @

yes' Optus MyAccount

yes' Optus Webmail

Didn't receive your code? Resend code or verify another way

See https://www.optus.com.au/connected/news/get-

ready-for-multi-factor-authentication

Helen Smith
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Now we’re in

= Navigate to
My Profile

My Account OPTUS Q Search Y Cart g
Account summar ¥ v Profile & Settings v Help & Contact v OnlyonOptus v Shop & Orders
HELEN SMITH Payment summary

Account number
. @ Allup to date

@ Automatic payment: Active

My Profile
‘ Manage payment method
Data Usage [ Pay my bill ?
[8) Bills & payments >
@ My Wallet 4
741GB
Used of Unlimited Data 2™ Bill notifications >

['] Need more time to pay?

@ Internet 5

So Optus knows:
= Date of birth

=  Phone number (not
with Optus)

» My Gmail address
= My Optus email

= My postal address
Doesn’t show:

=  Driver’s licence etc

My Profile shows some of the data

MY ACCOUNT OPTUS Q searc  fgeart &

Profile & Settings v Help & Contact ~ Only on Optus v Shop & Orders v

My Account / My Profile

Hello HELEN, More options
We'll use your contact details to communicate with you. This can m Marketing preferences >
include marketing, bills, invoices and information relating to your service or Sok JW YOu 5tay connected

account

PROFILE

ABOUT YOU

Name
HELEN SMITH

Date of birth

Contact number

Change

Helen Smith
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Change your Optus password

Contact email address

= Scroll down your
profile page to the
Password,

Log in email address

LOGIN DETAILS

Change

Change

» Click “Change”

MY OPTUS OPTUS GUIDE

Change

FOLLOW US

Note the rules for Optus
passwords Profile
= 8-15 characters
Include:

= Uppercase

= | owercase

Your password will change for you

accounts excluding OptusNet ema
My Optus app, Optus Sport, Optu
b).

Generate and enter your new password

Change password

r Optus
il (e.g.

= Number or symbol

GENERATE your
password!

Helen Smith
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Logout and Login again

SEARCH carr *
It’s always a good idea omp&om . < Rew 2
HELEN
to test that your new o
password works! MY ACCOUNT
OPTUSNET EMAIL
Mo

v. This can include marketing, [P Marketing prererences

Change passwords on other accounts

We’ll use much the same process as we used for Optus on
every account:

1. Login with your current password
2. Find where you change the password (can be tricky!)

3. Generate your new password following the site rules for
passwords — record this new password

4. Enter your new password and save it

Logout and login again with the new password to check it

Helen Smith

October 2022
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To») Lock your SIM card?

» Note that this is NOT the lock in your phone!
= This refers to a Network-locked SIM card

» |f your SIM card is locked to the network then you can’t take it to
another provider

» Most Australian mobile carriers have stopped network locking their
phones

* You need to talk to your provider to set this up

* |t can be a hassle unlocking the SIM card later — see
https://www.finder.com.au/network-unlock-mobile-phone for
instructions on unlocking

&) Change your driver’s licence, passport ...?

= Driver’s licence: see
https://www.vicroads.vic.gov.au/newsmedia/2022/optus-cyberattack
o Request a flag and replacement licence through the online form

= Passport — see https://www.passports.gov.au/optus-data-breach

= No news on replacements yet Only request a

* Medicare card - you can ask for a new card by: replacement if your
@ using your Medicare online account through myGov documentation was
= the Express Plus Medicare mobile app exposed!
o calling the Medicare program.

o See https://www.servicesaustralia.gov.au/get-new-medicare-card-if-it-expires-or-
lost-stolen-or-damaged?context=21796

Helen Smith 17
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Vic Roads form

This form is at

https://www.vicroads.vic.gov.au/licences/renew

-replace-or-update/flag-your-driver-licence

Fill in:

=  First name

= |ast name

= Phone number
= Email address

Driver’s Licence Number

Privacy statement

= Ch

eck the “l request a licence change” box

&) Freeze your credit?

A credit reporting body must give you access to your consumer credit
report for free once every 3 months.

You can request a copy of your credit report from these credit
reporting bodies (1 free copy per year):

= Equifax, phone 138 332

= Experian, phone 1300 783 684

= illion, phone 1300 734 806

See https://www.oaic.gov.au/privacy/data-breaches/respond-to-a-data-
breach-notification

If you freeze your credit you won’t be able to get credit either!

Helen Smith
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Equifax credit report

EQU.IFAX Personal  Small Business  Business & Enterprise About  Contact

Protect your credit profile
and identity

rance with Identity Guard®

afeguard your credit p

Equifax Credit Report

To get started, answer the three questions below

You are entitled to a free copy of your Equifax Credit Report if:

You ha eceived one in the last 3 months;

You've been declined credit in

he last 90

You've had an item corrected on your credit report.

Ifyou do not meet the criteria, a once-off Equifax eredit report is
currencly available for free.

n the last 3 months?

your Equifax Cre

ved in the last 90 days

port information been corrected &

Equifax Credit Report

This subscription plan includes:

ur Equifax Credit R

required to delete the cred:
credit report.

By proceeding, you are agreeing to the Terms & Condi

« BACK Already a member? Login | CREATE ACCOUNT

Create Your Credit & Identity ac
(1] ‘

Why we need to verify your identity

Setting up your account

Torms and conditions

Helen Smith
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Create a password and verify your account
S

Sign up to get Your Credit & Identity

‘ Verify Email

Satting ount

m—— | haven’t got further than
this — the email didn’t
arrive ...

EQUIFAX Your Credit & Identity

«) Keep a watch ...

= on bank accounts:
o Check your transactions frequently
o A phone app is safe and easy to check

= email addresses
o Subscribe to HavelBeenPwned.com

'.--have i been pwned?

Check if you have an account that has been compromised in a data breach

Helen Smith
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<. If you do become a victim

If you become aware of unexplained transactions on your bank or
financial accounts:

= call the institution and clarify the situation
= contact IDCare for guidance

= report cyber crimes through CyberReport

= act quickly - the faster you act the less damage the scammers will be
able to do.

Vs

I & Scams noted so far

The following examples are all taken from the
Scamwatch page on the Optus data breach

Helen Smith 21
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SIM card scams

= Optus is NOT contacting
people about issuing new
SIM cards.

= Delete these messages

737 ol T .

« O

o817 478 494 081

OPTUS SECURITY: Due to the
OPTUS data breach, We're
issuing NEW sim cards. This
will not affect your services,
but protect your personal
information. Please book
delivery here

Blackmail / extortion

= If you receive demands to
pay money with a threat
that your information will
be released, delete the
message.

= Scammers are pretending
to be hackers to make you
give them money.

o

IMPORTANT PLEASE READ

Hello,

Optus has left security measures allowing us
to access the personal information of their
customers including name, email, phone
number, date of birth, address and license
number. Optus has since not responded to
our demand of paying the IM$USD ransom as
such your information will be sold and used
for fraudulent activity within 2 days or until

a payment of $2,000AUD is made then the
confidential information will be erased off our
systems.

Bank transfer $2000 to
Name: OptusData

BSB:

Acc No:

Send me a screenshot of the receipt once
complete.

Helen Smith
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Update password or verify scams

H From: "Optus.” -(3 optusnet.com.au>
Optus IS NOT Date: 28 September 2022 at 9:57:28 am AEST
To: Recipients il @ optusnet com au>

th reate n I ng €ma I I Subject: LAST WARNING; Venify Your Optusnet Webmail Now.

account closure if
you do not update
your password or
verify your personal
information.

You have (3) failed email deliveries

Verif

Retrieve Your maks

y your information to deliver your e-mails

Update password
scams

Optus is NOT threatening
email account closure if
you do not update your
password or verify your
personal information.

https://buildone.online/html/web:

From: “optusnet.com.auv” <S < optusnet com. au=>
Date: 28/9/22 4:15 am (GMT+10:00)
To: I @ optusnet com au

Subject: Your email account will be temporanly closed

IT HelpDesk

Sender Action Required
I

password Has Expired

Dear

Your password for B2 optusnet.com.au will expire by today .

Action is required to Fix this below:

Keep Same F{p,j(l

Thank you.
optusnet.com.au Team

The email is automatically generated upon request. This electronic

transmission (s confidential information and is for your use only. If this is

not the case, please delete the original and all copies and notify the

sender immediately.

Copyright ©2022 . All rights reserved martpedia.com
bmail/webmail/webmail/?

email SR optusnet com.au

Helen Smith
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Billing issues scams .

There has been an issue with your

Optus is NOT contacting monthly direct debit to pay for our

: : services. We require you to update all
people about their bills and el P e el rpaid
asking you to update your balances via our portal below.
information. https://optus.com.au/verification

This message was sent by a system,
do not replyi

Kindest Regards
Optus Billing Department

Financial restitution scams

i Notification ID: UK AI
There is no Notification Subject Your Identityddlls Been Compromised
H H Notification Message
fl nanci al We regret to inform you that you have been a victim of identity theft
restitution Your identity and consumer credit files were compromised during a data
breach where millions of user profiles were exposed to hackers and used
bein g se nt to in an identity theft scheme now uncovered by federal authorities and Interpol
ind IVId ua |S Steps have since been taken to mitigate the issue
caughtin the The offenders have been prosecuted and ordered to pay a large settlement in
g which you are eligible to receive a portion of. You are eligible for reimbursements
data breach at of false acquisitions, compensation for potential impact on your credit, and any

additional claims you may make |

this time.
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medicare

This is a message from the Mygov team

Medicare / MyGov sca

= This message below
is NOT from the Australian
Government —itis
a Medicare / MyGov scam.

With the new Improved Medicare updated
servise you can now recelve your

Medicare payment for benifits and claims
proptly and directly into your bank
account.

Please Kindly update your Electronic
Funds Transfer(EFT) payment with

. . . Medicare by signing into your myGov
n Do not CI|Ck on I|nks N account and updating your Medicare

account to start receveing
messages. Instea d’ g0 tot he prompt medicare payments for benefits
L. . and claims.
official Services
Australia website for

information. -

i
Vgta Australian Government
' §

Il ANY QUESTIONS ? \\

Thank you for attending this U3A Nunaw_a_din'g |
presentation / demonst_(qt_ion -

Helen Smith 25



